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DL-Windows Features

Basic Functions

When installed on an IBM compatible desktop or notebook
computer, DL-Windows can provide the following functions:

Create a new Lock Program

Edit an existing Lock Program

Send a Lock Program to a lock

Receive a Lock Program from a lock

Retrieve an Audit Trail (Event Log records) from a lock
Configure an AL-DTM to transfer data to multiple locks

Read ProxCards® using the ProxCard® Reader (AL-
PRE)

Communicate wirelessly to Networx™ locks (see the
Networx™ system User Guide O1352)

Features

Fully Integrated Help File Systems and Online Manual
Supports up to a 5000 User Database

Allows Viewing of 40,000 Event Audit Logs

Emergency Commands (see the Networx™ system
User Guide OI352)

Lock/unlock scheduled events

LockID (see page 21). Starting with DL-Windows ver-
sion 3.5, "Door Numbers" are referred to as "LockID's",
with Accounts in DL-Windows now able to accommo-

date up to a maximum of 2000 locks. Each LocklID is
unique to each lock, ensuring the validity of data and

e Global Administrative Users (see page 32).

that each lock is matched to the correct data when pro-
grammed.

The
"Administrative Users" button simplifies the organization
of those special Users possessing a greater range of
programming abilities. All Users designated as
"Administrative Users" will be identical for all locks
within the Account.

Individual Group Assignments (see page 16) Group
Support: A single user can be assigned to different
Groups in different locks within an Account

Creating and Cloning Multiple Locks (see page 15).
Allows you to save time when creating a new lock.
Cloning duplicates all schedules and Users pro-
grammed from an existing lock. You can clone up to
2000 locks of the same lock type. Note: All models
can be cloned into all other models, with the following
exceptions: DL2800 and DL3000 locks can only clone
each other, and the DL3500 can only clone itself.

Account and Database Utilities
e Compact and Repair Database
e Import / Export
e Rename Accounts
e Search Feature-to Quickly and Easily Find Users

Daylight Saving Time (see page 35-36). The manner
in which Daylight Saving Time (DST) is observed varies
with location, therefore the DST adjustment is fully flexi-
ble to accommodate these regional differences.

locks and

About this Manual

This manual is intended to document the DL-Windows computer screens and features used to program non-wireless door

ming features can be sent wirelessly using a computer network, see OI1352.

devices. For information regarding the programming of the wireless Trilogy Networx " system, where program-

e Updated

The following changes have been made to this manual (O12371) since the previous edition (O1237H):

In addition, "Global User ID" has been changed to "Global Reference Number" throughout the manual.

e Page 3: Feature additions, including wireless Networx™ support.

e Page 4: Removed the PDL3300 from the list of supported locks, and added the new Networx™ wireless locks and the NETWORXPANEL control panel.

e Page 5: Corrected the USB to RS-232 cable part number to MX1130. Also added Scenario 5 (Networx™ support)

e Page 7: Removed "Lock Program" in favor of "Lock Profile"; other miscellaneous changes to the text, including notifications regarding Networx™ sup-
port.

e Page 8: Added text to describe Guard Tour.

e Page 9: Updated the toolbar buttons

e Page 10: Added the Wireless Commands menu items.

e Page 11: Added reference to PL locks in step 4; also added step 12.

e Page 16: Added the new ability to add a User Code to the Global Users Screen PIN column directly. Also re-worded the procedure for selecting a
range of Users.

e Page 18: Text changes to the "Add Prox Information--Without the AL-PRE".

e Page 19: Completely changed all information on this page.

e Page 30: New page added detailing the "Set Double Sided Access" button in the Global Users Screen.

e Page 31: New page added detailing the right click menu in the Global Users Screen.

e Page 32: In addition to miscellaneous updates, added right-click menu information.

e Page 33: In addition to miscellaneous updates, added description of DS Acc.

e Page 48: New Backup Accounts procedure.

e Page 52: Re-titled; now "Managing Access to DL-Windows".

e Page 55-56: Added and corrected some glossary terms, including Door Ajar, Emergency Commands, Profile and Guard Tour.

CHANGES FROM PREVIOUS EDITION

screen images throughout the manual, and also added references to the Networx™ wireless system User Guide O1352 throughout the manual.

DL-WINDOWS™
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DK3000 / PDK3000
Relay-only locking device, 2000 Users, 500
schedules, 40,000 Audit Trail events. The
PDK3000 adds Prox capability.

DL3000 / DL2800

300 User Codes, 150 Schedules, 1600 Audit
Trail Events. Refer to Ol1224 for more
information on DL3000 features.
DL-Windows also supports the similar
DL2800, which supports 200 Users.

DL3500/ ETDL / ETPDL

DL3500: 300 User Codes, 500 Schedules,
40,000 Audit Trail events. Refer to WI1005
for more information on DL3500 features.
ETDL: 2000 User Codes, 500 Schedules,
40,000 Audit Trail Events. ETPDL adds Prox
capability

Data Transfer Module (AL-DTM)

The AL-DTM allows the transfer of Lock
Programs and other data between DL-Windows
and locks. See page 47 for detailed AL-DTM
specifications and feature descriptions.

Note: For DL-Windows versions 3.5 or higher,
the AL-DTM-III must be used, but will be referred
to as simply the "AL-DTM" in this manual. Not
for use with wireless Networx " series locks or
devices.

Supported Products

PDL3000 / PDL3500

2000 User Codes/ProxCards® or ProxKey®
keyfobs, 500 Schedules, 40,000 Audit Trail
Events. Refer to WI11021 for more information on
features. DL-Windows also supports the similar
PDL3500 mortise lock.

DL / PDL4100 ("Privacy")

DL / PDL4500 ("Residency")

The "Residency" feature is specially designed
to prevent unintentional lock-out, and the
"Privacy" feature is designed to deny access
to other users after an individual enters. Refer
to WI1194 and WI11195 for more information.

ProxCard® / ProxKey® Keyfob
Compatible with most HID ProxCards® and
ProxKey® keyfobs (26-37 bits).

Note: ProxCard® and ProxKey® are trademarks of the HID®
Corporation.

Prox Card Reader/Enroller (AL-PRE)

An AL-PRE is used to quickly enroll multiple
ProxCards® and ProxKey® keyfobs into DL-
Windows. Use the supplied 9-pin DB9 to DB9
serial cable to connect the AL-PRE to your com-
puter's serial COM port. Compatible with most
HID ProxCards® and ProxKey® keyfobs (37 bits
or less). For PDL series proximity locks only.

All supported locks:

e DL1200 e DK3000 e PDK3000 e ETPDLN*
Infrared Printer (AL_IR1) e DL1300 e ETDL e ETPDL . ETDLN:
An AL-IR1 printer is used to print Audit Trails * DL2800 * PL3000 * PDL6100 o ETPLN
and User Code lists (where used) without the . Btgggg . Egtgggg . EE?_;%%O ° gEL\éVLO*RX'
need for a PC. Its infrared reader means no « DL3500 « PDL3500 « DL6500
cable connection to the lock is needed. Not e DL4100 e PDL4100 e PL6100
for use with Networx ~ series locks or devices. e DL4500 o PDL4500 e PL6500

AL-PCI2 Cable

*See 01352 for more information regarding the wireless Networx™
system, its supported locks and features.

& An ALARM LOCK AL-PCI2 cable is required to communicate between your computer's RS-232 serial commu-
nications port (COM 1-4) and the AL-DTM or lock. One end of the AL-PCI2 cable is designed to be plugged
into a DB-9 male 9-pin serial COM port. If your computer has a 25-pin COM port only, a 25-pin to 9-pin adapter
must be used. The other end of the AL-PCI2 cable features a 2-pin banana plug connector which is polarity
sensitive--the TAB (marked “GND”) side must be plugged into the lock’s black (left) terminal.

N

Double-ended Mini Banana Plug Connector (supplied)

After you create the program in DL-Windows and transfer the program from your computer to an AL-DTM,
transfer the program from the AL-DTM to the lock(s) via a double-ended mini banana plug. You can also
use this cable to transfer the Lock Program from your lock to an AL-PRE.

DB9 to DB9 Serial Cable (supplied)

Enroll ProxCards quickly into DL-Windows, then transfer this new ProxCard® data from the computer to the
AL-PRE via this 9-pin DB9 to DB9 serial cable. Once the data is in the AL-PRE, you can transfer the data
to the lock via the double-ended mini banana plug (see above), thus avoiding the need to use an AL-PCI2
cable for this process.

DL-WINDOWS™ V4.0 USER'S GUIDE



Product Communication Examples

AL-PCI2 CABLE
CONNECT TO SERIAL PORT
(COM 1-4)

TT—

NOTE: OBSERVE TAB DIRECTION WHEN
INSERTING CABLE INTO LOCK

If your computer does not
have a serial COM port (DB-
9 male) available, you can
plug your AL-PCI2 cable
into a special USB to RS-
232 cable. Order part =
MX1130 for the USB to RS- \v’
232 cable only, or ALPCI2-

U for both the USB to RS-

232 cable and an AL-PCI2

PDL3000 LOCK cable.

IBM COMPATABLE - |
LAPTOP OR DESKTOP PC " e

Scenario 1 Create the program in DL-Windows on your computer, then transfer the program from the computer directly to the lock via an AL-PCI2
cable. Enter the User 298 User Code to send or receive data to of from DL-Windows. When no COM port exists, use a USB fo RS-232 cable.

AL-PCI2 CABLE
CONNECT TO SERIAL PORT
(COM 1-4)

DOUBLE-ENDED MINI BANANA

& F PLUG CONNECTOR
- - +
NOTE: OBSERVE TAB DIRECTION WHEN
INSERTING CABLE INTO LOCK NOTE: OBSERVE TAB DIRECTION
WHEN INSERTING CABLE INTO AL- -
DTM AND LOCK
IBM COMPATABLE i
LAPTOP OR DESKTOP PC =
AL-DTM DATA " o e
TRANSFER
MODULE PDL3000 LOCK

Scenario 2 Create the program in DL-Windows and transfer the program from your computer to an AL-DTM (via an AL-PCI2 cable)...
then transfer the program from the AL-DTM to the lock(s) (via a double-ended mini banana plug). The hand-held AL-DTM is useful
because you do not have to transport (or find electricity for) your computer. Data can also flow in reverse, from the lock, through the
AL-DTM, back to the computer for examination.

CONNECT DB9 CABLE

TO COMPUTER SERIAL DOUBLE-ENDED MINI BANANA

PORT (COM 1-4) st PLUG CONNECTOR
I DB9 to DB9 Serial l - +
Cable (supphed) NOTE: OBSERVE TAB DIRECTION
WHEN INSERTING CABLE INTO AL- -
PRE AND LOCK S
1BM COMPATABLE |
LAPTOP OR DESKTOP PC
AL-PRE PROXCARD READER/ " m——
ENROLLER PDL3000 LOCK

Scenario 3 Enroll ProxCards® quickly into DL-Windows, then transfer this new ProxCard® data from the computer through the AL-PRE
to the lock (thus avoiding the need to use an AL-PCI2 cable). For PDL series locks only.

I -‘ Vired (RI-45) Wired (RJ-45) . | GATEWAY wed
>
;_-_=_r° or ereless Ethernet or Wireless # &

unnin Network o )
I;I(_;-V'\zlindowgs ))))
H Software A
’ " _"' | r]/l
AL-IR1 - | =
INFRARED PRINTER PDL3000 LOCK lg,
Scenario 4 Use the AL-IR1 Infrared printer to print your Scenario 5 The Trilogy Networx™ series door locks and keypads, DL-
lock’s audit trail (event log), User Code list, clock set- Windows version 4.0.0 software (or later) allows you to upload and download
tings and software version. No cable required. programming features wirelessly using a computer network. See OI352 for

more information.

The AL-PCI2 cable is designed to be used on a 9 pin serial COM port. If your computer has a 25 pin COM port, a 25 pin to 9 pin adapter must be used.
Warning: Polarity MUST be observed when connecting cables to the lock. The tab (-) must plug into the negative (black) hole.
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Overview
Why use User Codes?

With ordinary door locks, the need to make physical copies of metal keys and distributing them can be a huge organizational and
financial task -- and what will you do if someone causes a security breach by accidentally losing their key?

The answer lies in the advantage of "firmware". The firmware can be programmed (and re-programmed again and again) to suit
your changing requirements. No more metal keys to distribute...instead, distribute User Codes -- and delete them from the firm-
ware when needed. A User Code is the firmware equivalent of a metal key--it is a series of numeric button-presses at the keypad
to allow (for example) passage through a door. (Note: Not all door locks have keypads; the PL3000 and other "PL" series locks
do not have keypads, instead they have proximity card /fob readers only. See www.alarmlock.com for more information).

Preparing to Program your Lock

There are two ways to make changes to the software inside your lock--either by using the lock keypad (if equipped) or by using DL-
Windows. Although using DL-Windows makes programming faster and easier, we recommend you familiarize yourself with the
general concepts of keypad programming as well. The first step to programming your lock without DL-Windows requires that you
use the keypad to enter something called "Program Mode".

What is Program Mode?

The software inside the lock has only two "modes"--Normal Mode and Program Mode. When you want to make changes to the
lock program, you enter Program Mode. When you finish programming and wish to put the lock into use, you exit Program Mode
to enter Normal Mode.

Use the keypad to enter Program Mode by pressing the Master Code of the lock that was set at the factory (see the Programming
Instructions of the individual lock for more information). The Master Code is like a secret password that allows you to enter Pro-
gram Mode. But since all locks are identical and leave the factory with the same Master Code, the factory Master Code is not very
secret and should be changed to your own personal Master Code. This way, only YOU can enter Program Mode and make
changes to the lock programming.

With most locks, changes to the lock are organized by their Function Number. Want to change the date inside the lock? Use
Function Number 38. Want to add a User Code? Use Function Number 2.

With DL-Windows, you first use the various DL-Windows computer screens to make the programming selections, then later you
send the programming selections from your computer to the lock's memory. You do this by clicking the Comm button in DL-
Windows and selecting Send to Lock (see image at right). You can also use DL-Windows to receive program-

ming from a lock, allowing you to observe the lock programming inside DL-Windows. Because your lock can be CE'Sm LEEK Sd 26
programmed using DL-Windows, and then using the keypad, DL-Windows will detect changes made by the key- =__Reseive fram Lack
pad, and will alert you to these discrepancies in a screen named Lock Differences. See page 23 for more infor- Sl
mation. For wireless programming using the Networx™ door locks and devices, see OI352.

The Global Users Screen

Perhaps the most significant part of DL-Windows is the Global Users screen and the concept of an "Account". An Account can be
thought of as simply a building in which Alarm Lock locks are installed. If there are 55 locks in this building, and one person needs
access to all of those locked doors, it would be convenient to assign that person one User Code to remember, and to enter their
name in the computer only once---rather than having to enter their name 55 times. The Global Users screen was developed for
this very reason--to support the concept of an Account, allowing a User Name to be entered only once, and to allow you--the per-
son in charge of the locks--to sit back and assign this User to all locks in an Account using DL-Windows.

Turn the page and learn the special terminology used with your lock, then use the Quick Start checklist on page 11 to help you get
started.

DL-Windows System Requirements ey e ——
This application has been tested and approved for an IBM-compatible P4 1.6 Lottiame, [ ||| € 78 8 10
GHz computer with 256MB RAM and a minimum of 100MB of hard drive ’:::“‘",— o I e
space running Microsoft Windows 98, 2000 or XP with one unused RS-232 o e || SR B
Serial Communications port (COM 1-4) required. If a COM port is unavailable, L — |
please contact customer support for one of our USB adapters (MX1130 or ——ll =2 5
ALPCI2-U). Depending on your system demands, a slower PC may function ' ol —
properly but with significant user interface problems, including long intervals for i e i
the system to respond.
Important: DL-Windows is not a server application and is not designed for T
server use; the program and its database must be installed and maintained on = AP
alocal PC, not a server machine. Py QL o y—
z:':e 7=| [rype search Text Hore | | - petete user
=l || & @ messtsemcnten ||| gwee |
Global Users Screen
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Terminology

DL-Windows

DL-Windows is a computer program that allows you to program your
ALARM LOCK T3 Security Lock. You do not need DL-Windows to
program your lock, but it makes programming much faster and easier.
With DL-Windows, you can quickly create Lock Profiles (software that
makes the lock perform its many functions) add multiple Users (who
have access), add ProxCards® and ProxKey® keyfobs, retrieve event
logs, and create Schedules. The benefit of DL-Windows is that it
allows you to set up all lock programming in advance (on your
computer), and then send the information to the locks at your
convenience.

This Users Guide to DL-Windows will guide you through all aspects of
the lock--from the software installation procedure through the creation
of a Lock Profile, from the transfer of lock programming to the viewing
of lock event logs.

ALARM LOCK makes a variety of computer interfaced
microprocessor-based programmable keypad-entry and ProxCard®
security locks: DL3000, DL3500 and PDL Series Access Control
Locks. DL Windows works with them all. See 0I352 for more
information regarding the wireless Networx™ system, its supported
locks and features.

Users

A User is a person who is authorized to simply use or make certain
programming changes to the lock. This User can be anyone--from a
one-time visitor (who will almost certainly have no authority to make
changes) to the owner of the building in which the lock is installed
(who will probably wish to have total authority to make changes).
Many locks can hold up to 2000 Users in its programming memory,
and each User possesses a pre-defined level of authority--a
Programming Level--as to their ability to use or make changes to the
lock.

Lock Profile

A Lock Profile contains the instructions that a lock uses to perform its
various functions. Use DL-Windows to create a Lock Profile on your
computer, and then transfer and store the Profile in the circuitry
contained inside the lock itself. The Lock Profile is essentially a
computer database file that maintains feature settings, schedules,
audit trails, etc. Using DL Windows, Lock Profiles can be created with
default information, edited on your PC, and then sent to (and even
received from) locks.

The Lock Profile consists of 4 areas: User Codes, Features, Time
Zones, and Schedules, all defined below:

User Codes

Also called User Access Codes or PIN No. Codes, User Codes are
numbers the User presses into the lock keypad to unlock the lock.
Using DL-Windows, Users are matched with their own individual User
Codes. The User Codes are part of the Lock Program, and the Lock
Program is stored in the lock circuitry awaiting the Users to key in their
User Codes.

Features

Your lock is designed to support several options and functions. Using
the Programmable Features window, you can select the features you
wish to activate, such as if the lock will automatically adjust for
Daylight Saving Time in the spring and autumn, or if the lock sounder
should be disabled or enabled.

TimeZones
Events (recorded lock activities) can be programmed to occur at
certain times. It is these times (for example, “every Tuesday at 5PM”)

that are referred to as TimeZones. You use the Schedule-TimeZone
screen to create these TimeZones, and once created, you can link
events to these TimeZones. Note: The Schedule-TimeZone screen
is "Global"--when a new TimeZone is created, it can be used for all
locks in an Account. For more information, see page 20 (also see the
description of "Account", below).

Schedules

Your lock can be programmed to maintain a schedule in which certain
events can occur automatically. For example, you can program the
lock to allow Groups of Users (with their User Codes) access ONLY
during specific business hours. With another example, you can
program another lock to UNLOCK at 9am, LOCK at noon for lunch,
UNLOCK at 1pm, and LOCK again at 5pm--every weekday. As you
can see, many different combinations of Schedules can be created to
suit the needs of the Users. First you create TimeZones (see above)
with the Schedule-TimeZone screen. Next you create events and
link them to your TimeZones (also with the Schedule-TimeZone
screen). When finished, you can view your schedule in the Schedule
View screen.

Programming Levels

The Programming Level defines the range of programming tasks a
User is allowed to perform. For most locks, the higher the Level, the
more programming tasks the User is allowed (with the Master allowing
ALL tasks for all locks).

Note: For the DL2800/DL3000 series locks, the Programming
Levels are slightly different. See "Set Level Assignment"
explanation on page 29 and also the DL2800/DL3000
programming manuals for more information.

Note: Since the Programming Level is closely associated with the
type of User and their abilities, a User who holds a certain
Programming Level is sometimes referred to by their “User Type”.

For example, some locks can hold up to 5000 Users in its
programming memory, and each User is associated with a User
Number (see definition of "User Number" on the next page) and
therefore a specific Programming Level, as shown in the following list
of "Administrative Users":

Master: Always associated with User Number 1. Is always enabled
and can program all functions. (Abbreviated as Programming
Level = M).

Installer:  Always associated with User Numbers 2 and 3. Can
program all functions except changing the Master Code.
(Abbreviated as Programming Level = 4).

Manager: Always associated with User Numbers 4, 5, and 6. Can
program all functions except functions relating to lock
configuration. (Abbreviated as Programming Level = 3).

Supervisor: Always associated with User Numbers 7, 8 and 9. Can
only program functions relating to day to day operation.
(Abbreviated as Programming Level = 2).

Print Only Users: Always associated with User Numbers 10 & 11.
Restricted to print event logs only. No other programming ability
allowed. (Abbreviated as Programming Level = 1).

Basic Users: Always associated with User Number 12 and higher
(except 297-300). No programming ability allowed.

Programming Levels are hierarchical--higher levels are allowed to do
anything the levels below them can do. For example, if you are a
Manager, you are allowed to do anything that Supervisors, Print-Only
Users and Basic Users can do in addition to those tasks allowed for
Managers (Level 3). (Not applicable to the DL2800/DL3000).

Minimum Required Program Level
This Programming Level abbreviation is the minimum programming

(continued)
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Terminology (cont'd)

level required to access the particular Function. (The higher the level
number, the more programming tasks the User is allowed, with Master
allowing all tasks).

In this manual, Programming Levels are abbreviated as follows: M =
Master, 4 = Installer, 3 = Manager, 2 = Supervisor, 1 = Print Only
Users

User Numbers

(User Number = Location Number = User Location = Slot in Lock)
User Numbers are used and are significant within each individual lock
only. The User Number determines the Programming Level for each
User. For example, many locks can hold up to 5000 Users in its
programming memory. This memory can be thought of as simply a
numbered list from 1 through 5000. Each entry in the list is
represented by a User Number. Therefore, where a User is located in
this list--their User Location--is a commonly used description of their
User Number. Because of their similarities, a User Number, User
Location and Location Number can be used interchangeably. In some
DL-Windows screens, the word "Slot" is also used.

Since User Numbers are fixed, knowing a User Number will specify
the associated Programming Level, and will in turn indicate a User’s
programming abilities. For example, User Number 1 is always the
Master, who can perform all programming tasks.

Programming Levels are hierarchical--higher levels are allowed to do
anything the levels below them can do. For example, if you are User
2, you are allowed to do anything that Users 3 through 5000 can do.
Although some DL series locks hold up to 300 Users in its memory,
the definition of a User Number is the same for these locks as well
(not applicable to the DL2800/DL3000).

Groups

With many lock applications, it is convenient for large numbers of
similar Users to be grouped together. Placing Users into Groups (by
assigning them specific User Numbers) allows large numbers of Users
to be controlled all at once rather than individually--saving time and
effort. Groups are controlled via schedules, and a typical example
involves enabling or disabling a Group at a certain time. For example,
if you wish to add a User to Group 1, assign this User a User Number
between 51 and 100. Default Group associations (see the lock
programming instructions for details) can be changed if needed to
allow Groups larger than the default number. In addition, a single
User can be assigned to different Groups in different locks within
an Account. See page 16 for more information (also see the
description of "Account", on this page).

Users 297-300
Many locks have Users assigned to User Numbers 297, 298, 299 and
300. These User Numbers have special abilities, as follows:

User 297: Quick Enable User 300

User 297 possesses the unique ability to enable the User Code
associated with User 300. User 297 does this by first entering their
own User 297 User Code into the lock keypad. When User 300
subsequently enters their User 300 User Code, the lock allows
access (for one time) and then the User 300 User Code becomes
disabled.

For example, you wish to allow one-time access to a temporary
worker. Simply enter the User 297 User Code into the lock keypad.
Later, when the temporary worker enters the User 300 User Code
into the lock keypad, the User 300 User Code allows access (for one
time only) and then becomes disabled. Later, if you wish to grant the
temporary worker re-access, simply re-enter the User 297 User Code
and the User 300 User Code will be re-enabled (again for one time
only). Note: User 297 is not used with the DL2800/DL3000 locks,

but Function 9 can be used with the DL2800/DL3000 locks as an
alternative.

User 298: Quick PC Access Code
Entering the User Code for User 298 enables that User to send data
to or from the lock. Therefore, User 298 can activate what is the
equivalent of Function 58 in Program Mode (see the keypad
programming instructions for details), without the need to enter
Program Mode nor the need to know the Master Code of the lock.
An AL-PCI2 cable with a PC is required. NOTE: The User Code for
User 298 is not an Access Code and is not used with the DL2800/
DL3000 locks or the Networx" wireless locks or devices. With the
wireless Networx " system, the User 298 code can be used for
"Guard Tour" duties (see "User 299: AL-DTM Code" below).

User 299: AL-DTM Code
This is the only User Code that will initiate data transfer with the AL-
DTM--and without allowing the User to pass through the door (the
User Code for User 299 is not an Access Code). An AL-PCI2 cable
and an AL-DTM (first programmed by the computer via the DTM
screen in DL-Windows) is required.
With the AL-DTM not used with the wireless Networx™ system,
User Code 299 may be used for "Guard Tour" duties. A Guard Tour
Code is used to log the movement of a security guard as he or she
makes rounds from one assigned guard tour station to the next.
Entering the User 299 code provides precise verification and
accountability of a guard's movements by logging the location with a
time/date stamp in the Event Log (Audit Trail). See OI352 for more
information regarding the wireless Networx™ system and its
supported features.

User 300: Temporary Access
Temporary access User Code enabled by User 297. See User 297:
Quick Enable User 300 above. Note: User 297 is not used with the
DL2800 / DL3000 locks, but Function 9 can be used with the
DL2800 / DL3000 locks as an alternative.

Accounts

Technically, an Account is a DL-Windows computer database file that
allows you to organize and maintain multiple lock installations. But in
practical terms, an Account is often named after the building or
company location in which a lock or multiple locks have been installed.
For example, the Account Name might be “Overbrook Hospital” and
listed in that Account are the 4 locks you just installed on the 7th floor.
In DL-Windows, Accounts can be created, edited, cloned and deleted.
The benefit of an Account is that it allows you to add the name of a
User ONCE and then assign that User to multiple locks within a
building--rather than having to enter and re-enter the same User
information again and again for each lock in your building. Enter the
name of the User once in the Global Users screen, then sit back and
assign that User to the locks you wish --with just a click of the mouse.

Global Reference Numbers

Note: The Global Reference Number can be hidden from view. See
page 16 to show or hide the Global Reference Number.

A Global Reference Number is used within the DL-Windows Global
Users screen and is Account specific—-it remains constant within
Accounts only. A Global Reference Number is not related to User
Numbers nor Programming Levels. The Global Users screen simply
lists all potential Users within an Account.

DL-Windows keeps track of each "Global User" listed in the Global
Users screen by use of the Global Reference Number, but its
significance ends there--it acts as an internal software designation
only.

DL-WINDOWS™ V4.0 USER'S GUIDE



DL-Windows Buttons

W
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Schv
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Log
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Global GW Confg Opt Help

The DL-Windows toolbar (above) allows you to open the screens and dialogs you will need to program your lock. It may be helpful
to open each screen on your computer as you read. From left to right, they are as follows:

W

Comm

Lock

Sched

Sch

Feat

Log

Comm - Opens the Receive from Lock dialog
or the Send to Lock dialog. Allows for direct
communication between DL-Windows and the
locks.

Lock - Opens the Lock Data screen, which
allows you to "view the programming" inside
the lock, such as the names of the Users, their
User Numbers (and their associated
Programming Levels) and their User Codes.

Sched - Opens the Schedule-TimeZone
screen, allowing you to create automatic lock
programs by choosing certain points in time
(TimeZones) to which events are linked
(Schedules). See SchV button, below.

SchV - Opens the Schedule View screen,
revealing a compiled view of all TimeZones
and Schedules that were created using the
Schedule-TimeZone screen .

Feat - Opens the Programmable Features
dialog, which allows you to choose various
Options within the DL-Windows software.

Log - Open the Event Log Viewer screen to
examine a listing of all lock events --from a
User entering their User Code to a change in a
schedule.

E

&

Wireless

S

Global

al

GW Confg

Opt

Help

DTM - DTM Support screen allows you to
configure and communicate with your Data
Transfer Module.

Wireless - See 0I352 for more information
regarding the wireless Networx™ system, its
supported locks and features.

Global - The Global Users screen lists all
potential Users in an Account. You can assign
Users to locks, specify their User Location and
add/remove ProxCards® (along with any other
User information).

GW _Confg - See OI352 for more information
regarding the wireless Networx" system, its
supported locks and features.

Opt - Opens the Options dialog, allowing you
to determine various program alternatives
within DL-Windows, specify StartUp screens
and select the DL-Windows user interface
language.

Help - Opens the DL-Windows On-line Help
file.
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DL-Windows Main Menu

File Options Tools Wireless Commands Window Help

Menu System and Shortcut keys Window Menu (Alt + W)

The sub-menus within the DL-Windows Main Menu
bar can be activated by clicking the mouse or via
shortcut keys. They are as follows:

File Menu (Alt + F)

Exit - Quits and closes the application.

Options Menu (Alt + O)
Show Options

Tools Menu (Alt + T)
Manage Users
Set Security Password
Edit Languages
Com Port Setup and Test
Import CSV File
Import CSV File From Excel
Import CSV File From DL-Windows
Export Active Account to CSV
Import a Single ADF Account File
Backup Accounts
Check for Ambush Code Conflict

Compact and Repair Database

Wireless Commands Menu
Set Clock on all locks
Emergency Lock Down
Emergency Passage
Emergency Return To Normal

Update Status of all Locks

Cascade - (Can also press F5)
Lock Data

Schedules

Schedule View

Features

Event Log Viewer

DTM

Global Users

Help Menu (Alt + H)
Contents - (Can also press F1)
Index - (Can also press F2)
Find - (Can also press F3)
What's This Help
DTM3 Help Screen
DL3000 Lock
DL3500 Lock
PDL3000 Lock
Alarm Lock On The Web
Help on Help
About

10
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Quick Start Checklist

You have installed the locks in the doors. Now you want use DL-Windows to program the locks.

What are the main steps?

OPENING STEPS

1. Install the DL-Windows software into your computer (see page 12)

2. Create a new Account and add locks (see page 15)

3. Add Users (and other data) using Global Users screen (see page 16)

. Enroll ProxCards (for "PDL" and "PL" proximity locks only) (see page 17)

5. Add Schedules and TimeZones (see page 20)

Qo O Q o 4
N

6. Send Information to the lock (see page 21)

ADVANCED PROCEDURES

7. Receive Information from the lock (see page 23)
8. Using the AL-DTM (see page 25)

9. Database Maintenance (see page 48)

0

0

0

[J 10. Foreign Language Support (see page 49)

[ 11. Advanced Programming Concepts (see pages 50-51)
0

12. Wireless Installation, Configuration and Programming Concepts (see OI1352)
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DL-Windows Software Installation

Installing DL-Windows Software

Note: Uninstall any previous version of DL-
Windows before Installing DL-Windows. Account
¥ data associated with previous installations will
remain intact, with the exception of Prox devices
(see warning below). Use the Update Database
utility on databases created using prior versions of DL-
Windows. Please read the readme.txt file for the latest
information about DL-Windows. See page 6 for DL-Windows
System Requirements.

1. Place DL-Windows CD into the CD-ROM drive. The DL-
Windows InstallShield Wizard will automatically begin the
installation process.

2. If the InstallShield Wizard installation process does not
automatically begin, click Start, Run and type the
following: D:\Program\English\setup.exe, where D is the
Drive Letter associated with the CD-ROM. For installations
other than English, please read the Setup.txt file located
on the installation CD.

3. The Installation program will prompt you regarding the
ReadMe file, and the installation destination folder on your
hard drive. When installation is complete, you will be
asked to reboot your computer.

Run

T

Open: ID:\Program\English\setup.exel

o]

Tupe the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

=

Cancel | Browse... |

Starting DL-Windows

Click Start, select Programs, select the DL-Windows Program
Group, then click on DL-Windows. After a few moments, the
following screen will appear:

Right mouse-click here

[ [z

When opening DL-Windows for the first time (without any
Accounts), the popup will appear, directing you to right-click in
the white pane (the Account Tree area at the left) and select
New Account. From this main screen you can create new
Accounts, add locks to the Accounts, transfer data to and from
locks, and perform all other needed tasks. Before starting, you
will first need to select a Com port through which (via a wire
cable) your computer and the locks will be connected.

Note: If using wireless locks, see OI352.

AL-PCI2 Setup

The comm port refers to a serial port located at the back of your
computer that is used to communicate with the lock. Connect
an AL-PCI2 cable (or the supplied 9-pin DB9 to DB9 serial
cable) to an unused comm port at the back of your computer.
Leave the other end of either cable unconnected.

Select Tools, Comm Port Setup and Test. This Comm Test
utility allows the DL-Windows software to detect which Com
Port is connected to the cable. The first comm port that passes
the DL-Windows automatic detection test will be selected.
When finished, click Exit.

Note: If you are not using COM1, you must run this utility to
identify the active comm port.

P Loopback Test E3

Totest the AL-PCI Or AL-PRE, plug module with wire inta the Com
paort. Do hot connect ta Lock or AL-D TR

LISE Usgers - Pleaze make sure that you are uging the AL-PCIZ and
MOT the AL-PCI

' Test Al
¢ Cam 1
{" Com2
& Com 3
" Comd

E it |

Important: DL-Windows is not a server application and is
not designed for server use; the program and its database
must be installed and maintained on a local PC, not a
server machine.

12
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Upgrading From a Previous Version of DL-Windows

NOTE: This section applies only to Accounts and locks created
with previous versions of DL-Windows. For new Accounts, please
ignore the following instructions.

Import Utility

4 ‘Welcome to the DL-Windows Import Utlity for version 4. 1.0. This utility will update and import your
‘}j) existing data, induding ProxCard information, and load it into the new Global Users screen.  Any ProxCard
data from wersions 2.8-2.9X will only be displayed as an unknown card type, and must be re-entered before
its information will be displayed. ProxCard data from version 2.7 will display all information.

[l DL-Windows 4.1.0 Upgrade Utility [<]

Exit | _Open | Updste| Import

Click the open button to locate your AL3000 MDB/ ADF fie you wish to update. Your default location is displayed in the Path to
Database Files field below. Click Import Users to update AND import your fies. Clicking Update will ONLY update the databasze to
wversion 4.1.0 and NOT import any Users into the Global Users screen

Path to Database Fies - Click Open to change the Path
Please Locate Files to Import/Upgrade: ‘

~Result of Import: - Click Import to process your fies.
Accout Name:

Total No. of Users Processed
Lock Description Total No. of Users Imported:

User Number: Total No. of Duplicates found:

‘ Click on the open button to locate your fies. Then the Import button to process your files. | 115872010 |2 57 Pl

Open the Import Utility application by clicking Start, Programs,
DL-Windows, Import Utility. The Import Utility application is in-
dependent of DL-Windows and allows the database files
(Accounts) of previous versions of DL-Windows to be upgraded to
the latest version of DL-Windows.

When running old Account database files in DL-Windows, you may
encounter a pop-up message (shown below) requesting you run
the Import Utility to update your Account files:

Update Account(s) il

'E Your Accountis) Meed To Be Updated.
L] Please Run The Import Utlity And Restart DL-Windows To Continue,

When first started, the Import Utility application defaults to the di-
rectory where your current working DL-Windows files are located
(this directory is set from the DL-Windows Options screen). Note:
If your computer stores your database files in more than one direc-
tory, you must run the Import Utility and update the files in each of
these directories.

Click the Open button to select the directory the Import Utility will
use.

Locate your AL3000/Acctlist File
Laok n: | 5 DL-Windows x|« ®=er E-

|S)Card DLL's
|-2)Export

|- Firmware

| Help

|2y Import
|EaNetwork
|53 Originl Files
Acctist.adf

Fie pame: 1 [o= |
Flesoftpe: |New DLWindons Index = Ceel |

I™ Open as read-only

When selecting your database files, the Files of type pull-down
menu lists two file types:

o New DL-Windows Index files
e Old DL-Windows Index files

The OId file type is listed as AL3000.MDB and the New file type is
listed as AcctList.adf.

After selecting the file type, the Upgrade Utility determines which
operation needs to be performed (either Update or Import) and
enables the appropriate button to perform the needed operation.
Regardless of the operation performed, the Upgrade Utility will cre-
ate a new sub-directory named Original Files containing a backup
of your original unchanged Account files. Should your upgrade
operation not complete properly, the application will restore these
original files back to the main directory.

Once Update or Import is selected, the Upgrade Utility will start to
run and, depending on the file sizes and quantity, the process may
take a while. Some older Accounts with many locks could take
more than ten minutes to complete, while others may only take a
few seconds.

When the Upgrade Utility is complete, a message box appears in-
dicating the status of the upgrade.
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DL-Windows Security Features

Security Features in DL-Windows

The DL-Windows software provides security and protection fea-
tures to restrict unauthorized persons from accessing your DL-
Windows program.

When starting DL-Windows, a user name and password are re-
quired to access the program. Creating user names requires a
User Type be selected, (either Operator or Administrator). This
User Type determines the range of tasks allowed within DL-
Windows. Creating authorized users should be the first step in
programming the DL-Windows software. Note: For Operators, all
administrative functions are grayed-out within both the Global Us-
ers screen and the Options screen. In addition, the functions
listed below are accessible by Administrators only:

Adding Users (for access to DL-Windows software)

1. Click Tools, Manage Users to open the Manage Users
screen.

2. In the Manage Users screen, click Action, Add User (or
press CTRL+A).

3. In the Add User dialog (shown below), type a User Name and
a Full Name in the fields provided (the User Name will appear
on the Log-On screen when starting DL-Windows).

4. Select the access level by checking either Operator or Ad-
ministrator in the User Type area. Users can be created but
disabled by simply un-checking Enable User.

5. Enter a password (at least 4 characters) in the Password field
and re-type the password in the Confirm field to verify.

6. When finished, click OK to save, or click Cancel to discard
your changes.

51

File Action

Name Full Name

Description
[ Default A dministrato

A rator

User Name ||

Full Name |
User Type
Iv¥ Operator
I Administrator

Password

[V Enable User

0K |
e

Canfirm -~

Editing and Deleting Users

To edit existing users:

1. Either click Action, Edit User, press CTRL+ E, or double-click
the user to open the Edit User dialog.

2. All existing information can be edited, and when finished, click
OK to save or click Cancel to discard your changes.

To delete an existing user:

1. Click to highlight the user in the Manage Users screen.

2. Click Action, Delete User or press CTRL+ D.

3. A confirmation popup will appear.

4. Click Yes to confirm the deletion, and click No to retain the
user.

Change an Existing Password

1. Click to highlight the user in the Manage Users screen, then
click Action, Set Password (or press CTRL+ P).

2. In the Change Password dialog, type the existing password in
the Old Password field, type a new password in the New
Password field and re-type the same new password in the
Confirm field.

3. Press Enter on your keyboard to accept the changes.

Security Password

DL-Windows can utilize a Security Password to safeguard against
an unscrupulous person with knowledge of your AL-DTM or PC
download code. The Security Password prevents an unauthor-
ized user from reprogramming your installed locks with their own
copy of DL-Windows. Entering this password into DL-Windows
prior to initial programming of your locks copies the password to a
special area within the locks. The password never needs to be
entered again. Subsequent communication between DL-
Windows, the AL-DTM and your locks will automatically check for
this password. If a different copy of DL-Windows is used to pro-
gram your locks, the passwords will not match and no data trans-
fer will take place. Once this Security Password is stored within
your installed locks, the only way to change the Security Pass-
word is to erase all lock programming for each lock (re-loading the
factory default program) and then re-program each lock with a
new Security Password. When using the wireless Networx sys-
tem, see OI352.

The Security Password ensures that only your copy of DL-
Windows can communicate with your locks. The Security Pass-
word also makes certain that your copy of DL-Windows must be
used to program the AL-DTM in order for it to exchange informa-
tion with your locks.

If desired (but not recommended), the use of more than one copy
of DL-Windows is possible--provided that the same password is
entered in all copies of DL-Windows.

To program the Security Password:
1. Click Tools, Set Security Password.

Options | Tools Wireless Commands — Window

Manage Users

Set Security Password

Edit Language 's

2. Before entering any information, be sure to write down the
password to be used and save in a secure location. Once the
Security Password is entered into the program, it cannot be
retrieved.

3. In the Set Security Password dialog, type a unique 6-
character password in the New Password field.

Set Security Password

Set thiz pazzword to enable the security feature for the locks. Pleaze
wirite this down, az it iz not retrievable. If you change this password you
will need to default all of pour locks and redownload. This password must
be B characters long. Press the Enter key to set.

Mew Password I Ok |
I Lancel

Confirm

4. Re-type the same password in the Confirm field.
5. Click OK to save, or click Cancel to discard your changes.

14
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Create a New Account and Add Locks

Create a New Account

e otors TodsirdessComunts om0

Right-click in this white area.
Select New Account.

For new installations, a popup appears (shown above). First press OK
to clear the popup, then (as directed by the popup) using your mouse,
right-click anywhere in the "white box" (also called the Account Tree area
at the left), and select New Account. The New Account dialog opens.

[ [saema

New Account Description

Enter the New Account Description in
the field shown at right. The Account
Description will typically be the name of
the company or facility where a lock(s)
will be installed. Existing Accounts from
previous installations are also displayed.
Click OK.

Delete an Account

If you wish to delete an Account, right mouse-click the name of the
Account and select Delete Account from the menu. A warning popup
will appear, and click Yes to confirm, and click No to cancel.

Add Locks to the Account

New Lock Profile

After entering the new Account description, the New Lock Profile screen
automatically appears (shown below). Type the description of the new
lock, which will typically be the name of the door or department in the
facility. Select the Type of Lock to be programmed from the drop-down
list. When finished, click OK. Note: To add a new lock to an existing
Account, first open any existing lock in the Account, then right-click in the
white column and select New Lock. The Number of Locks to Create?
field allows you to create multiple locks of the same lock type. You can
also "clone" locks (see next section named "Right Click Menu"). Note: |If
you select a 4000 Series lock, a special Mode of Operation Wizard
screen appears (shown below) which allows you to select the type of
lock programming for that lock's application. See page 39 for more infor-
mation about the Privacy and Residency Features in the PDL4100/
DL4100 and PDL4500/DL4500 series locks. Dis-
played below is a New Lock Profile screen used
for adding new locks, and a 4500 Series Mode of
Operation Wizard
screen :

[ticw tock profic
Enicr New Lock Profie Descrption

Lock Type:

bL2s00 ~

Number of Lock toCreate 7 [1 =

This wizard allaws you to select which mode of
peration your DL4S00 lack will aperate in

W Feddency Feafie:
I™ Privacy Feature (Mods 1)
™ Privacy Feature with Unlock on Exit

™ Manual Configuration

set

Press the Global button. The Global Users screen will appear (below).
Programming of User Codes, Programmable Features and Schedules
can now begin. Note: The screens that display on StartUp can be se-
lected under Options (press the Opt button).

~Locks Listed by L¢

Custom Fiekd - Set 1 Options Screen s ® s osa sslT

~Card Data
]| cerTye

Faciity Code _Card Code.

Cara
||| _addcarss | Removecars

Add | Set Group Assigment_|

— Hide Pins
SetDoutle Sded Acoess | e

[rams

||| @ 3

| [Type searcn Text Here

Reset Search Text

bete ser
cose

For Global Users screen field and button definitions, see page 29.
For more information about Programming Levels and the lock de-
fault tables, see the individual lock programming instructions for de-
tails.

Right Click Menu

Select an Account, double-click a lock and right-click in the Account Tree
area. The following menu appears (partial shown; for
other items, see OI352):

New Account and New Lock Profile are described
above. Clone Account allows you to save time
when creating a new Account by duplicating all infor-
mation in an existing Account, with the exception of
the lock information. Therefore, after cloning an Ac-
count, new locks must be added, but all names, Prox
Card and other data in the Global Users Screen will be duplicated. Se-
lect Delete Account when you wish to remove an Account from DL-
Windows permanently. Press Yes in the warning dialog only after you
verify the Account to be deleted.

New Account
Clone Account
Delete Account

New Lock(s) Frofile
Clone Lodk Profile
Delete Lock Profile

Rename
Sort Tree by Lock Name

Clone Lock Profile allows you to save time when creating a new lock.
Cloning duplicates in the new lock all schedules and Users programmed
from an existing lock. When cloning, the Clone Lock Data screen ap-
pears (below), which is very similar to the New Lock Profile screen
shown previously. In the Number of Locks to Create? field, click the
drop-down list to clone up to 2000 locks of the same lock type. Note: All
models can be cloned into all other models, with the following exceptions:

DL2800 and DL3000 locks can only clone

each other, and the DL3500 can only Erterhien Lock Desciption
clone itself. I
Lock Type
Select Delete Lock Profile when you [roczm =

wish to remove the lock from the Account
permanently. Press Yes in the warning
dialog only after you verify the lock to be
deleted. Note: You cannot delete the last
lock of an Account.

Select Rename when you wish to rename
the lock description of the selected lock.

Sort Tree by Lock Name/LockID

For each Account listed in the white pane
(the Account Tree area at the left), the
locks for each Account can be listed (top

Number of Lock to Create 7 |1 'I

Existing Locks

7th Floor Conference Room
Audia Yisual Room

Litwary

Main Office

" arious in Basement 1
Warious in Basement 2
Varigus in Basement 3
Warious in Basement 4
Warious in Basement &

' arious in Basement &

Cancel oK

to bottom) either by the names of each lock (alphabetically) or by the
LockID number (sequential order as added).
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Add Users with the Global Users Screen

Overview

The Global Users screen is used to enter all User information. Users
can be assigned to specific locks and assigned to Groups within locks.
All Basic Users are entered here as well as the Level Assignment for
DL3000/2800 locks. User lists can be imported from other DL-
Windows Accounts or from comma delimited formatted lists.
Administrative Users can be accessed through the Global Users
screen via the Add Administrative Users button. Please see page 29
for the Global Users screen layout and field descriptions.

Add Users and User Codes

As shown in the image below, type the first and last name of a User in
the User Information Fields, and enter the remaining personal
information as needed. Note that the names entered in the First Name
and Last Name fields also appear in the User Name list. Note: A
specific PIN Number ("User Code") may be typed in the Pin No. field for
each User (or typed directly into the Pin column). Random User Codes
may be auto-generated for one or many Users by right-clicking in the
User Name list. In addition, a Custom Field (located under the Pin No.
field) allows a customized field of up to 15 characters. This field is set in
the Options screen (click the Opt button) and once changed remains
identical for all locks in all Accounts.

A slobal Users Account Name: Hunterdon Hospital [-[C]x]
Usertist— K ~Userinformation——— | Locks Listed by Lock ID
Classic Sort (Reference Humber) v First Hame: |Dﬂug 1 2 3 4 NSl A
ENEElE o
Last Name: [Fieger

- :‘e' —gse' NFéme :2;735 j z 112 13 14 15

oug Tieger AT 16 17 18 19 20

etton Avere | 453926

City: |— 2 2 23 24 25
Stowe = M 2 3. M
Telephone Number. 3 37 38 39 40
— # 2 43 a4 a5
5| I 46 48 49 5

A

ave Philips 27381
Foger Wilking 1500
onald Draper | 9361
Generate Selected New Codes

Generate All New Codes

Custom Field - Set in Options Screen =

Delete Selected Codes

Delete All Codes I | card Data
Card Type
Delete Selected Prox Cards / I A

Delete All Prox Cards i The LockID Grid

Delete Selected Users User displays LockID
Add Selected Users to All Locks Information numbers
Add Selected Users to aLock Fields | :
Add User to Admin Screen T ISR e Set Group Assignment
Hide Pins.
Add a Block of Empty Slots to List Set Double Sided Access Set Level Assignment
b ] ]
= Right-click menu in 2] [rvee search TaxtHers ||| peete user
= the User Name list [@  ResstSearchText | Cose |

Note: The Ref column in the User Name list is used for identifying
Users in this screen only and is NOT associated with positions in the
Lock Data screen. For this reason, if displaying these numbers is
confusing, this column may be hidden using the Options screen
(see page 43 for more information).

The LockIlD Grid displays LocklD numbers and is color-coded to
describe the state of the selected User:

e Green = User entered in the lock and enabled

e Red = User entered in the lock but disabled

e White = User not in the lock

— Locks Listed by Lock ID

1 2 3 4 o
7 & 8 10

1 12 13 14 15

Double-click on a LockID Grid number to
cycle through the colors of the LockID
number (from white to green to red and

back to white) thus adding, disabling or X 17 18 19 =
removing a User as needed. In this way, 2 2 2 24 =
the LocklD Grid can be used to add a acl_az__noaaan

Lock Grid

To add a selected
User, double-click on a
LockID number box.

User to any lock in an Account. One or
multiple Users can also be added to one
or more locks via the right-click menu in
the User Name list.

51 52/ G3l G4 55—'

Select a Range of Users

A Global users Account Hame: Selment County Courthouse

[I0_[UserName T=] FrstHame: [Richars

1 |Dave Anderson Lasthame: [imimork

Address: [~

Generate Selected New Codes F

Generate All New Codes then r|ght-
click and select
from any of
these options.

Prescott Nilles

To highlight a range of Users,  [puceBary
click in this column to select the
first User, press and hold the
SHIFT key, then click the last
User in the range...

Delete Selected Codes
Delete All Codes

Delete Selected Prox Cards
Delete All Prox Cards

Delete Selected Users

Add Selected Users to All Locks
Add Selected Users to a Lock

Add User to Admin Sareen

Add a Block of Empty Slots to List

Bl@aEe

To select a range of Users, click to select the first User, press and hold
the SHIFT key, then click the last User in the range (you can also press
CTRL and click individual Users). Within the range of Users highlighted,
right-click in the highlighted area to display the menu shown above.
Click a selected action in the menu to perform the action for the selected
Users.

Random User Code Generation

Random User Codes may be generated for one or many Users.
(Note: To avoid User Number conflicts, it is recommended to first
assign specific User Codes to Users before selecting random User
Code generation). To generate random Codes for selected Users, first
press and hold the CTRL key, click the right arrow ("»") located to the
left of the User Name to select each User(s), then right-click and select
"Generate Selected New Codes". You can also click Generate All
New Codes to create new codes for all Users.

Adding a User to a Group/Level

In the Global Users Screen, select a range of Users or click individual
Users as described in the section "Select a Range of Users" (above),
then click the Set Group Assignment button to display this screen:

H s-

1]

Lock s 1] 2 3 4] 5] In this example, for LockID #6,
Goupt |11 1 10 A double-click in a box (1-4) to
Group 2 2 2 2 2 2 .

Gowmd| 2 3 3 3 3 set the Group assignment for
Gioupd | 4 4 4 4 - this User.

I~ Add/Remove From Groupl I Add/Remove From Group3
I™ Add/Remove From Group2 [ Add/Riemave From Groupd

Accept LCancel

Add Selected Users to These Groups |

Add Selected Users to These Groups' will add the
selected users to the Groups displayed in Green.Select
Groups by double clicking or single clicking while
holding the ‘Ctr' key,

In the above dialog, rows represent Groups and columns represent
locks (the number above each column is the LocklD number). Double-
click in the grid to add the User to a Group in a single lock (hold down
the Ctrl key to allow single-click entry). To save time, check the
appropriate check box to add the User to the same Group in all locks.
When finished, click Add Selected Users to These Groups to add the
selected Users to the Groups highlighted in green. The same
procedures apply to the Set Level Assignment button and Set Level
Assignment For User screen (note that Levels are only associated
with the DL3000 and DL2800 locks).

Administrative Users

The Add Administrative | e
Users button displays the | [  Hi: il N—
Administrative Users screen. | las o

upervison 1 State Zp  CustomField

Manager 1 anager

Administrative Users are the e e ——

same for all locks within an EEE
Account. Enter information the gl:ﬂT?’::ggiL =
same way as if adding a basic

Comments PN [123456

CardD:
U ser. Set Group Assignment | Card Type Facity Code  Card Code
| || I
PN AddCards | Remove Card
Delete Curent User Accept
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Enroll ProxCards® with the AL-PRE

CONNECT DBY CABLE
TO COMPUTER SERIAL
PORT (COM 1-4)

l DB9 to DB9 Serial _]

Cable (supplied)

IBM COMPATABLE
LAPTOP OR DESKTOP PC

ENROLLER

AL-PRE PROXCARD READER/

DOUBLE-ENDED MINI BANANA
PLUG CONNECTOR

i+

NOTE: OBSERVE TAB DIRECTION
WHEN INSERTING CABLE INTO
AL-PRE AND LOCK

PDL3000 LOCK

Enroll ProxCards® and ProxKey® keyfobs quickly into DL-Windows, then transfer this new ProxCard® data from the computer through the

AL-PRE to the lock. For PDL series locks only.

Setting up the AL-PRE Proximity Enroller

Connect the AL-PRE, lock and computer as shown in the figure
below:

AL-PRE -- Rear Panel

Use (1) 9 Volt Alkaline
Battery (Duracell MN1604 or
equivalent) or the 9V DC
To LOCK TO COMPUTER Transformer described below.

°0 Y | —-—
i)

(]
A\
NOTE:
OBSERVE
TAB DIREC-
TION WHEN
INSERTING
CABLE INTO
AL-PRE AND
LoCK 9
+1 I

. DB to DB Serial Cable Optional: 9V DC Transformer:
DOUB;EuE;Nggﬁ#EIg!r%QNANA (supplied) Input: 120V AC, 60Hz, 8W
Output: 9V DC, 333mA min.
b J 00
To lock To computer

1. Plug one end of the DB9 to DB9 Serial Cable into the rear of
the AL-PRE and plug the other end into the selected serial
COM port in the back of your computer.

2. Insert a 9 Volt battery into the back of the AL-PRE, or plug a
9V DC transformer plug into the side of the AL-PRE.

Add ProxCards® and ProxKey® Keyfobs with the AL-PRE

1. Open DL-Windows, select the Account and double-click the
lock you wish to update with Prox information. The Lock
Data screen appears.

2. Click the Global button (shown at right) and the
Global Users screen opens. Highlight the User by Ggal
clicking the "»" arrow to the left of the User Name
you wish to associate with the ProxCard® or ProxKey® key-
fob.

A Global Users Account Hame: Hunterdon Hospital [_[OT=]
~UserLi ~User —Locks Listed by Lock I
Classic Sort (Reference Number) v First Name: [ 1 2 3 4 5=
6 7 & 9 Ao
Lastlome: [
ESIRETE [eN__ - ST 1 12 13 14 15
oug Fieger [a58135 || | address:| ||| ® 1 18 1 =
erton Averre 163543 ] i IS 3 s
ave Phillps 183347 ey e
|| Roger wikins 467464
anald Draper 259922 st 2 3 32 33 34 35
rescatt Nies 546546 Tokphone hamter: | ® 37 38 33 40
oger Stering 346316 — 41 42 43 44 45|
= 45 47 48 43 50|
Custom Field - Set in Options Screen el e e |
\ | ~Card Data
X = Card Type
\
AN Faciity Code  Card Code
(1| Click the
L vy to Card ID:
1] highlight = Addcargs | Remove Carg
1| theUser. | Add Administrative Users | Set Group Assignment |
Hide Pins
Set Double Sided Access | Set Level Assignment |
Search
Name x| [Tvpe Search Text Here e e
= &] e Reset Search Text Close

On the AL-PRE, press the red Push On button.

Note: If the AL-PRE is inactive (no ProxCards® are being
read) for 5 minutes, the AL-PRE will turn off automatically.
Press the Push On button on the top of the AL-PRE to
“wake up” the AL-PRE.

Prox Card Enrolling

Card Type: [MAF38b =l
Generic Mame: I j
Bit Length: |g_ Offset  Length
Card No: | Jo Jo
Facilty: | Jo Jo
lzsue: |n |D |n
Left Paiity: | F o Jo
Riight Parity: | F o Jo

@
Cancel | Bild Eard et

In the Global Users screen, click the Add Cards button.
The ProxCard Enrolling dialog opens. The AL-PRE is now
ready to accept Prox entries.

In the ProxCard Enrolling dialog (above), check Enable
AL-PRE.

(continued)
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6. Select the Prox card type from the “Card Type” drop down
box.
Card Type Dropdown Box:
There are a few pre-existing Card Types. If your Card Type is
not listed or is unknown, select the “Unknown” type. Selecting
"Unknown" will allow you to enter your card into the system and
then assign a badge number (for tracking purposes only) in the
Global Users screen. Note that this feature is only supported
when the AL-PRE is connected to the computer.

7. Place a ProxCard® or ProxKey® keyfob in front of the area of
the AL-PRE labeled "Badge Target" until you hear two quick
beeps. The ProxCard Enrolling dialog closes and the
ProxCard® Data fields in the Global Users screen become
populated, indicating the Prox device has been enrolled for
that User (see below image).

Notice that in the Global Users screen, those Users listed in
the User Name and Pin No. columns with Prox information
are tinted yellow.

[ Global Users Account Name: Hunterdon Hospital [=[C]
[ User List

lm First Name: [ 1 2008 4
ser Hame [Ermmeieste | 1? 1; 1? 1:
456135 Addess [ 6 17 18 19
Ciy: l— 21 22 23 24
sae [ ze [ S o =
Telephone Humber. % 7 B M
o 6 41 8 49

Custom Field - Set in Options Screen .

Tl

oug Fieger
etton Aveiie
ave Philps

oger Wikins
onald Draper
vescolt Nies
oger Sierling

\ |- card Data

\ = Card Type
[CNT3ebit
Prox information Facity Code  Card Code
added for Dave Block i 38276
\. Card ID;
‘ =l Add Cards Remove Card

Add ive Users |

—— '
Hide Pins
Set Double Sided Accass | Set Level Assignment_ |

Sear
Name | [ype Search Text Here Delets User
LI B @ Reset Search Text Close

Note: If a previously enrolled ProxCard® or ProxKey® key-
fob is presented a second time for enrollment, a popup
warning appears similar to the image shown below.

DL-Windows

& Duplicate card found in uzer location 12

DL-wWindows [ <]

Thig will remove all Prow information for thiz user from all Locksl
Do pou want to continue

In the Global Users screen, highlight the User you wish to edit by
clicking the "»" arrow to the left of the User Name, press Re-
move Card to remove ProxCard® or ProxKey® keyfob data.

Note: All proximity information for the selected User will be re-
moved from all locks in the Account. When the warning dialog ap-
pears, press Yes to delete the proximity information.

Add Prox Information--Without the AL-PRE

Note: Before entering data, we recommend you know all of the at-
tributes of the proximity credential (card and/or fob) including the
Format, Card Code and Facility Code, etc.

In the Global Users screen, in the ProxCard Data area, click the
Add Cards button. The ProxCard Enrolling dialog opens (below).
To manually add proximity information, first uncheck Enable AL-
PRE. The Card Code, Facil-
ity Code and other fields be-

EPI‘OH Card Enrolling

come active, as shown in the Card Type: [User Defined =l
image below: Generic Name: [new new =
If you choose to add the Prox- BitLeral [ Dffset Length
imity data manually, you will CadCode [ise — p b
need to know the card format, N | P CH
badge number and Facility o [orp—
Code. DO NOT GUESS AT . EEET| P e
THE CARD TYPE! The data e S
entered will be used by the e

system. Data entered and e i
accepted by the system does r ;equ;nna" . dd' 0]
not mean that the data is veri-

LCancel | Build Card D ata |

fied as correct. To verify you
have selected the correct card
type, perform the following verification procedure:

Prox Card Verification Procedure

NOTE: You will need an AL-PRE in order to complete the verifi-
cation process.

Manually enter the card information for your selected card type, then
click Build Card. The Prox Card Enrolling dialog closes and the
Global Users screen opens with your Proximity card information
populated. Using the AL-PRE, perform a search with your newly
enrolled card. In the Search pull-down box select “Prox Card (AL-
PRE Needed)” and present the card to the AL-PRE enroller. If your
card is found, then the entered data is correct. This process may be
performed for all Proximity card types and serves as a means of
verifying your entered data.

Sequential Add

In the DL-Windows Global Users screen, in the ProxCard Data
area, press the Add Cards button. The Prox Card Enrolling dialog
opens.

When adding Proximity information with known Card Numbers in a
sequence, select the Sequential Add check box. Sequential Add is
supported when using the AL-PRE or when entering the data manu-
ally.

In the Number of Cards dialog, enter the number of cards you will
to add sequentially, and click OK. The cards will be added starting
with the first User selected when the ProxCard Enrolling dialog
was first opened. The first card added will display the Card Type,
Card Number and Facility specified, and each subsequent card will
contain the same data except the Card Number will be incremented
by 1. Notice that in the Global Users screen, those Users listed in

the User Name and
Pin Ng. columns with -
Prox information are

tinted yellow. _Garel |

2]
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"User Defined" Type

In the Global Users screen, in the ProxCard Data area, press the
Add Cards button. The Prox Card Enrolling dialog opens.

If you wish to enroll a proximity credential (card and/or fob) that
does not fit the standard types listed in the Card Type pull-down
list, or if you wish to enter all proximity data manually, select User
Defined from the Card Type pull-down menu. To help compute
and organize the card data, a configuration worksheet table is pro-
vided at bottom; example card data is provided that matches the
data in the Prox Card Enrolling dialog example shown at right.
Notice that the Prox Card Enrolling dialog is formatted like a table;
in the example dialog shown, the Card Code has a value field

('15838"), a Card Code

Offset value field ("2"),

and a Card Code Card Type: IUserDefined LI

_Il'_ﬁnglt:h Y?lue geld ("24")' Generic Mame: Inew ey j
€ Facl Ity ode and Bit Length: Es_ Offset  Length

Issue code fields also

have their own Offset Card Code: [15838 |2 24

and Length fields, as do Facity Cade: 19 2 |a

the Left Parity and Right Issue: [g [o [0

Parity fields, respec- e = B )

tively. The fields are de- H_: Pa[:y' :Edd j :2 :34

fined as follows: T

Card Type: To add your i

own data, select User !!:;ealni;::‘: ] [@

Defined from this pull- ?

down menu. LCancel | Build Card Data

Generic Name: Type a
name for the user defined proximity type, as needed (maximum 15
characters).

Bit Length: Enter the total number of bits in the proximity credential

data stream. The Bit Length is provided by the card manufacturer
in many ways, usually printed on a "data sheet" packaged with the
cards. The example in the Prox Card Enrolling dialog shown at
left, the Bit Length is 36.
For all bits in the total Bit Length, from left to right, the first and last
bit is a parity bit (a "parity bit" is an extra bit attached to the bit string
used to ensure data integrity). Note: The sum of the Card Code
Length, Facility Code Length and Issue Length values must
equal 2 less than the Bit Length.

Card Code: The "serial" number or "pin" number for the credential
stored within the card data stream. Some proximity cards and fobs
may have this number embossed, hot stamped or printed on the
outside surface of the card.

Facility Code: The Facility Code (also known as a "site code") is a
unique number common to all of the cards in a particular set. The
Facility Code data provides additional code permutations, reduc-
ing the risk of card duplication. Different organizations (or building
"facilities") can have card sets with the same Card Code numbers,
but since the Facility Code differs with each card set, the cards are
valid at only one organization. With the advent of cards with higher
Bit Lengths, the need for a Facility Code is greatly reduced, since
the greater length of the Card Code itself almost eliminates the
possibility of card duplication.

Issue: This code is intended to be used when a card (or fob) is lost,
damaged, stolen or otherwise replaced; an individual cardholder
can be issued a new card or fob that retains the Facility Code and
Card Code of the original card while also denying the original card
access. In most cases, the Issue code is initially set to 0 and incre-
mentally increased by 1 when the card is replaced (therefore, an
example Issue code for a replacement card is "1").

Card Code Offset / Facility Code Offset / Issue Offset: The word
"Offset" means "distance from a starting point", used to identify a bit
location within the string of bits on the card. The "starting point"
within the Prox Card Enrolling dialog begins with 1 and runs from
left to right; therefore an offset value of 24 is the 24th bit in the data
stream. In the Prox Card Enrolling dialog example shown at left,
the Card Code data begins at bit 2 and the Facility Code data
begins at bit 28. Since there is no Issue code, the Issue Offset is
not defined.

Card Code Length / Facility Code Length / Issue Length: Speci-
fies the number of bits for each data element. In the Prox Card
Enrolling dialog example shown at left, the Card Code data be-
gins ("Offset") at bit 2 with a Length of 24 bits, thus the Card Code
data exists from bit 2 through bit 25, inclusive.

Another example: The Facility Code data begins at bit 28 and
continues for a Length of 8 bits through bit 35 (bit 28 is the first bit,
and bit 35 is the eighth bit).

Left Parity / Right Parity:

"Parity Checking" is an error detection method used to verify data
integrity. Within DL-Windows, there are two "parity bits"; the value
of the Left Parity is placed into bit 1, and the value of Right Parity
is placed into the last bit of the Bit Length (for example, bit 36 for a
36 bit credential). Note: Some proximity credentials may have
their Parity bits at other locations. In the Left Parity or Right Parity
pull-down list, specify Even or Odd, as provided by the card manu-
facturer.

Left / Right Parity Offset: Specifies the first bit used to calculate
parity (counting from left to right). For example, if the Offset value
is "2", bit 2 will be the first bit used.

Left / Right Parity Length: Specifies the number of bits used to cal-
culate parity. In the Prox Card Enrolling dialog example shown at
left, the first bit used (Offset) is bit 2, and uses 34 bits (Length)
total; therefore the Left Parity calculation uses bits 2 through 35,
inclusive.

The parity bit is either set to "1" or to "zero" to make the total num-
ber of "1" bits that are in the range of bits used to calculate parity
either Odd or Even.

For example, when "Odd" is selected for Left Parity in the pull-
down list, the Left Parity bit is either set to "1" or "zero" to make the
total number of "ones" in the range of bits used to calculate parity
an odd number.

From all of the data entered in the Prox Card Enrolling dialog, DL-
Windows will calculate the parity bits and store all 36 bits for later
comparison when the card is presented by the cardholder.

"User Defined" Proximity Configuration Worksheet

P = Parity bit; F = Facility Code bit; N = Card Code Bit, U = Bit not used

Bit Number |1 /2|3 4|56 78 9|10({11|12/13(14|15/16 /17|18 19|20 21|22|23|24 25 26|27 28|29 30 31 32|33 3435|3637

Erample 36D121d o\ | NN NN N N|N|N N/N|/N N/NNNNNNNNNNNUUFFFFFFFFP

as shown in the

Prox Card Brollingl 4 1 5 1 01 0 0|00 0|0|0|0[1][1 1101 1101111 0U/UO0OO 1001/ 10

dialog above
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Creating Schedules and TimeZones

Schedules are customized by the use of two screens. The first is the
Schedule -Timezone screen. Click the Sched button or click
Window, Schedules to open.

Sched

[ schedule - Timezone PDL3000 (Edmundville Hospital-1st Flo =1olx|

r Time Zr

Select TimeZone | Time Zone 1 B

N Start
Sun 08:00 &M

add |

Time Zone 1_03:52:07 AM I

Stop tonth Day of Manth | Enabl
05:00 PM All Al

Delete | Privt TirneZanes |

ton 08:00 A
Tues 08:00 &M
‘wed 08:00 AM
08:00 &M
Fii 08:00 AM
Sat 08:00 &M
Al 08:00 AM

05:00 P All All
05:00 PM Al Al
08:00 PM All All
05:00 PM Al Al
08:00 PM All All
05:00 PM All Al
08:00 PM All All

YRR AN ASAN

Cleat Enty Clear &l Piint Schedules

(Sl oS ched Vigin™

Schedule Entry |
Useror Time
Group ID Zone |1

Desaription Event

2|2 0| o] ~| | en| = | |

Use the Schedule-Timezone screen to create schedules. Just as
each schedule consists of two main parts: the action the lock will
perform (an event) and a time the event will occur (a TimeZone), the
Schedule -Timezone screen contains two main sections:

o A TimeZone section (top) - Allows the creation of TimeZones, i.e.
the time(s) the events in the schedule will take place

o A Schedule Entry section (bottom) - Allows the selection of events
the lock will perform and links events to TimeZones.

The second screen is the Schedule View screen. Click the SchV
button or click Window, Schedule View to open.

Schy
[ 5 chedule View PDL3000 (Huntington Actuarial Services-Lab Services Dept) Edit Mode Off [ EY
S chedule View |
Event |Dapct Dayol Useror [«
Number [Menth [Moh [week Time Event Group _|
T C ] DB00AM | UnLock
2 L] D500PM_|Lock
3
4
5
3
7
8
Clear Enty e Rl Biint

The Schedule View screen separates the TimeZone(s) for each
schedule, clearly displaying ALL parts of the schedule. The Schedule
View screen also displays the schedule as it is executed by the lock
programming.  Although the previously described Schedule -
Timezone screen may display only limited TimeZone information, the
complete schedule may in fact consist of multiple events depending on
how the TimeZone was created. Therefore the Schedule View screen

is very useful in that it presents the "complete picture", displaying all
parts of the schedule, for each schedule you have to work with.

Working with Schedules

Note: Schedules are local to the lock and not shared, while
TimeZones are global and will appear in all lock configurations within
an Account.

When selecting the events and TimeZones for your schedules, you
may need to specify the User or Group ID in order to complete the
event. The Description field is used to display descriptive text for
identification purposes only. The Event Number records and monitors
ALL events stored or sent to the lock.

Schedules can be single-ended or double-ended: single-ended
schedules have a start time only; double-ended schedules have both a
start and stop time. Most schedules are double-ended.

An example of a single-ended schedule is a single "Lock" event with the
TimeZone 1 start time set to 5:00 PM only. This schedule will cause the
device to lock every day at 5:00 PM. An example of a double-ended
schedule is an "Unlock" event with the TimeZone 1 start time set to 8:00
AM and the stop time set to 5:00 PM. This schedule will cause the
device to unlock every day at 8:00 AM and lock at 5:00 PM.

Event Types

Unlock — Device unlocks at programmed time.

Lock — Device locks at programmed time.

Disable Group — All Users within specified Group become disabled at
the programmed time.

Enable Group - All Users within specified Group become enabled at
the programmed time.

Disable User —Specified User is disabled at programmed time.

Enable Group - Specified User is enabled at programmed time.

Passage Mode by Group 1- Open Window — Places device into

Passage Mode (unlocked state) when a member of Group 1
enters their User Code. The Start Time opens the timeframe
where the Group 1 member can enter their code, the Stop Time
ends the timeframe (closes the window).
Note: If a Group 1 member has placed the device into Passage
Mode, the device will not exit Passage Mode automatically. Be
sure to lock manually or schedule a single-ended Lock event to
coincide with the End Time.

Relay Activation by Group 1 — Open Window — Sets a timeframe
where if a Group 1 member enters their User Code, a relay
activation is sent. An example application of the relay is to disarm
an alarm control panel.

Enable Group 4 by Group 1- Open Window — Sets a timeframe

where if a Group 1 member enters their User Code, all members
of Group 4 will become enabled.
Note: Group 4 will remain enabled if a Group 1 member has
entered within the specified time. Be sure to disable Group 4
manually, or schedule a single-ended Disable Group event to
coincide with the End Time.

Switching to Schedule View

The Schedule View screen can be used to verify the full details of
each schedule, allowing you to review the arrangement of the start and
stop times for each event. The Schedule View screen is also intended
to be used to view existing schedules received from installed locks.
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Send/Receive Information to/from the Lock

Communication Overview

There are several methods for sending data to (or receiving
data from) a lock. One method is Direct PC communication to
the lock and the other method is to use the AL-DTM-III (Data
Transfer Module).

When using a PC for communication, several options may be
used for sending and receiving data. The data transmission
may be segmented into User information, Schedules, Features
Group Status and Time/ Date or All segments may be sent at
one time. It is recommended that all data be sent at one time
as this is also how the AL-DTM-III functions.

When using the AL-DTM-III, one of three options may be
selected: "Send Program to Lock", "Receive Program From
Lock" and "Receive Log".

The following page includes instructions for the PC
communication method. Please refer to the AL-DTM Il section
(see page 25) for AL-DTM-1Il communication instructions.

The wireless Networx™ system allows the uploading and
downloading of programming features wirelessly using a
computer network. See OI352 for more information

First time use of DL3000 / DL2800 locks

The Master Code MUST be changed at the keypad for all
DL3000 / DL2800 locks before any other programming can
begin. Once the Master Code has been changed, Users may
be added to the lock and the PC-download function (Function
58) may be accessed. The DL3000 / DL2800 locks do not
support a PC-Download User Code (User Code 298 in all other
lock models).

Please note that the above only applies to the DL3000 /
DL2800 locks. All other lock models support the special
function User Code 298 and do not require the Master Code be
changed to access Program Mode (to access Program Mode,
please refer to the appropriate lock programming manual).

IT IS RECOMMENDED THAT THE DEFAULT MASTER CODE
BE CHANGED ON ALL LOCKS TO MAINTAIN SECURITY!

Special Function Communication User Codes

User 298

Entering the User 298 User Code eliminates the necessity of
entering a Master or Manager Code, entering Program Mode,
and inputting Function 58. Simply enter User 298’s User Code
to initiate PC communications with the lock. It is an option with
all the locks except the DL2800, DL3000 and the PL series
models.

User 299

Enter the User 299 User Code to initiate communication
between the AL-DTM-III and the lock. The User 299 code is
used only for the AL-DTM-III and will not allow passage at the
lock. This User does not require programming knowledge of
the locks or of DL-Windows; the User simply connects the AL-
DTM-III to the lock and enters the User 299 User Code at the
keypad.

Consult the specific lock programming manual to program User
Codes 298 and 299.

LockID

The "LockID" is a method of ensuring that the correct data is
communicated with the intended lock. Once the LockID is set,
an error message appears if information is accidentally sent or
received by the wrong lock.

Beginning with DL-Windows version 3.5 software, what was
previously named the "Door Number" is now referenced as the
"LockID". This name change was made to accommodate a
Door Number greater than 96. As a result, utilizing keypad
programming Function 59 at the lock keypad is no longer
supported by DL-Windows (version 3.5 or greater) and the new
version of the software must now be used to assign or change
the LockID. With this new system, a LocklD number of 1
through 2000 is used.

When using a PC to communicate directly with the lock, the
LockID is sent to the lock when Send "All" data or Send
"Features" is selected. When "Send Program To Lock" is
selected as the AL-DTM-III function, the LockID will be sent.
(See following sections for explanations on these send
options).
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Sending Data directly to the Lock from the PC

Connect the AL-PCI2 cable's DB-9 connector to a Serial Port at the
rear of your PC (if your computer does not have an available Serial
Port, a USB adapter is available — refer to Product Communication
Examples section in this manual). Connect the other end of the AL-
PCI2 cable to the lock, observing tab direction (tab to black socket).
The comm port setup is covered in the rear of this manual.

1. In DL-Windows, click the Comm button on the DL-Windows
toolbar and select Send to Lock.

P oL-windows 4.1.96

File Options Toolz Wireless Commands Window Help
W L £4
Comm 1Ak Srhed

Receive from Lock

Send

E%"!a Hunterdon Hospital
i@y 1: 3rd Floor Phi goe
H - e —————————————

2. The Send to Lock dialog box appears:
[sendtoron 5 ]
[ Features

[ Al Uptlate LockiD
[~ Update LoskiD
Help On Lockld
[~ Eventlog

[~ WUeers
[~ Schedule

I Updlate Graup Status
|_ Tirne/Date

Macdel Type:

Firmware Version
LockID

Ster . Ciose
| |
3. Start the communication at the lock keypad by either pressing

the special function User 298 User Code at the keypad or by
entering Program Mode and accessing Function 58, then click
the Start button in DL-Windows.

"Verifying Lock Type" appears in the status window located at
the lower left corner of the Send to Lock dialog box (see image

below).
[Bscndio oo
[+ A” Update LockID

[ Users

[~ Schedule
l_ Features
[~ | Event Log
[~ Update Group Status
l_ Time/Date.

N Undate LockiD

Help On Lockld

Model Type:
Firmware Yersion:
Lock D :

Start Abort

|Vemfying Lock Type |

4. The Model Type, Lock Firmware Version and LockID # will dis-
play on the screen. Verify that this information is correct.

5. If “Communicating” is not displayed after Step 3 (as shown in
the image below), then communications have failed. Check the
following:

a. COM Port Selection
b. Cable Connections

]
IV i Update LacklD

U5z ™| Updste LockiD
I~ | Schedule

I Feaues Help On Lockld |
™| Evert Log

I~ | Update Group Status

™| Tirnie/Date

tadel Type: POL3S00
Firrnware Yersion: 41

Lock Id: 1
Start | Abort |
| Communicating | 1

6. After the selected data transfer is complete, verify that the mes-
sage "Send To Lock Successful" is displayed in the status win-
dow of the Send to Lock dialog box.

|
I Update LockiD

I Usere I~ | Updt= LockiD
I | Schedule

I Featues Help On Lockld |
I= | Event Log

I | Update Group Status

™| Time/Date

Maodel Type: PDL3E00
Firrniasare Yersion: 41
Lock 1d: 1

Start |

| Send To Lock Successful

Cloze |

| o2

Deselecting All allows you to send any combination of available
data, i.e. only User Codes and Schedules, Features, Update
Group Status, Time and Date or in any combination.

x|
[ Al Update LockID

[ sers

R I~ | Update LockiD
¥ Schedule
¥ Features

Help On Lockld
™| EventLog

¥ Update Group Status
¥ Time/Date

Model Type:
Firmware Yersion:
Lock 1D :

Start | Cloze |
| |

e All - Sends the complete program to the lock.

e Users - Sends all User Information including User Enable/
Disable status, User Codes, Group Assignments, and Level
Assignments (DL2800/ DL3000 only)

e Schedule - Sends all schedules (see Schedule section for
more details)

e Features - Sends all features chosen in the Features screen
(see Features section for more details)

e Update Group Status - Updates the Enabled/ Disabled status
of Groups

e Time/ Date - Sends the PCs current time and date.

Note: To send data wirelessly, see OI1352.

Receiving data from the lock is equally as simple, as described in
the following section.
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Receiving Data from the Lock

Receiving data from the lock is handled in a similar way as sending
data to the lock. You can selectively decide what you want to
receive from the lock (i.e. User Data, Schedules, Features or the
Event Log). Use "Receive from Lock" to review changes to Users
made at the lock. Note: To receive data wirelessly, see OI352.

As with the Send to Lock function, the Receive from Lock
function is selected by clicking the Comm button on the DL-
Windows toolbar, and then clicking Receive from Lock. The
following dialog box appears:

EHeceive from Lock E
v Al Ipdate LackiD

™ Dieers

™ Update LockiD
7| Eckedile
I | Features

Help On Lockld |
I= | Event Log

™ | Update Growp Status
I= | Tiime/ate

Model Type:
Firrnweare Version:
Lock D

Skhart |

Uncheck All if you wish to select individual segments of the lock to
be received.

Receive User Information

If any of the Users entered at the lock keypad were found to
duplicate existing User Codes in DL-Windows, the following screen
will appear detailing those User(s) affected:

ENew User Information I

x|
Cuplicate of existing code for Global User 1 1964 - Mapco Employes 19731973 User &
Mot Added.

Cuplicate of existing code for Global User ¢ 1965 - Mapco Employes 19741974 User

Mot added.

Cuplicate of existing code For Global User @ 1966 - Mapco Employes 19751975 User

Mot Added.,

Duplicate of existing code for Global User @ 1967 - Mapco Employes 19761976 User

Mot Added.,

Cuplicate of existing code for Global User ¢ 1968 - Mapco Employes 19771977 User

Mot Added. hd|

This is a list of the New Users Found in the Lock,
but had a conflict when adding the new user to the databse.

DL-Windows will not allow duplicate User Codes. Changes to
these duplicate codes should first be made in DL-Windows and
then sent to the lock.

Lock Differences

The appearance of the Lock Differences screen indicates that
disparities were found between the information stored in DL-
Windows and the information found in the lock.

Two types of events can occur to cause the Lock Differences
screen to appear. The first is if new Users are added to the lock.
The second is if changes to Users that exist in DL-Windows are
made at the lock. When a "Receive All" or "Receive Users" is
performed, DL-Windows will recognize these "differences" and
display them in the following screen:

ELuck Differences: LockID-1 Lock Name - PDL3500

Print List

=10l x|

User No[User Status [ State | Pros Card |PCCode  [Lock Code |Group1 [Gioup2 [Growp 3 [Group = |
22| Ardded Mo Card 452699 Added
23| Ardded Mo Card 406861 Added
24| Added Ma Card 930246 Added
25| Added Ma Card 360091 Added
26| Added Ma Card 539399 Added

27| Added Mo Card 814523 Added _J;I
4 »

For help using this screen, Please click on the More Info’ button.
Muore Info

The differences can be User State (enabled / disabled), Prox Card
information, User Code, Group Status and Level Status (DL2800/
DL3000 only). The screen tells you that there are differences, and
you must make the changes in DL-Windows if you want them to be
permanent. The columns in the Lock Differences screen are
defined as follows:

User Status — The User Status column displays either Modified or

Added.
Modified - Indicates that certain User data already exists in DL-
Windows, and this User data was changed at the lock.
Because DL-Windows will not automatically receive and accept
User changes made at the lock, if you wish to retain the data
displayed in the Lock Differences screen you must manually
enter this data into DL-Windows.

Added - Indicates that DL-Windows has updated its software to
include this User data (for "non-Admin" Users only). This User
data did not previously exist in DL-Windows and no conflicts
existed with any other User data in DL-Windows. Note: All
additions or changes made to Admin Users at the lock keypad
will display as "Modified", and will NOT be added to DL-
Windows. Changes made to Admin Users MUST always be
made in DL-Windows.

State — Indicates the existence of conflicting information regarding
the Enabled/ Disabled status of the User.

Prox Card (on "P" series lock models only) — Displays proximity
card information.

PC Code — Displays the User Code in DL-Windows and indicates
the conflict with the Lock Code (the Lock Code is the User Code
added at the lock).

Lock Code — Displays the User Code added at the lock.

Group 1 to 4 — Displays the Group assignment(s) of the User at
the lock compared with DL-Windows. Added indicates that the
User was added to the specified Group at the lock. Removed
indicates that the User was assigned to the Group in DL-Windows,
but was removed from the Group at the lock.

Level 1 to 4 (DL2800/ DL3000 only) — Displays Programming
Levels for the User at the lock compared with DL-Windows. Added
indicates that the User was added to the specified Programming
Level at the lock. Removed indicates that the User was assigned
to the Programming Level in DL-Windows, but was removed from
that Programming Level at the lock (see lock programming manual
for User Level definitions).

Receive Schedules

IMPORTANT: All schedule information received from the lock will
be displayed in the Schedule View screen, and any pre-existing
schedules in the Schedule View screen will be overwritten. See
the Creating Schedules and TimeZones section for more
information.
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Receive Event Log

When receiving the Event Log from the lock into DL-Windows,
the log can be viewed in the Event Log Viewer screen.

Note: By default only the last 50 events are received from the
lock. To receive more events, select the number of events in
the Max. Event Log Length pull-down list (as shown in the
image below). When using a PC, the complete log (up to a
maximum of 40,000 events) can be received.

EET
“igwing 3305 total event log records. Ewent Log Yiewer
Ewvent Log Viewer ‘
Date Time: ﬁzﬁl Narme Event i’
| ]11/20006 [171:36:00 Performed by Schedule  |Locked by Schedule
| [11/20/08 |11:35:51 Performed by Schedule | Unlocked by Schedule
| |11/20/06 [11:35:41 Performed by Schedule | Locked by Schedule
| |11/20/06 [11:35:31 Performed by Schedule  |Unlocked by Schedule
|__[11/20/08 |11:35:22 Performed by Schedule | Locked by Schedule
|__|11/20/06 |11:38:13 298 |PC Download Quick PC Access
| |11/20/06 173512 298 |PC Download Features Updated by PC
| [11/20/08 |11:11:54 Performed at Lock. Progiam 58 Send/Receive PC Data
| |11/20/06 [11:10:35 Performed at Lock. Program 57 Dump Clock and Yersion to Printer
| |11/20/06 [11:10:04 Performed by Schedule | Unlocked by Schedule
| |11/20/06 |17:09:52 1 Master Code Entry
| [11/20/08 |17:08:33 2598 |PCDownload Quick PC Access
|__|11/20/06 |11:05:00 Performed by Schedule | Locked by Schedule
| |11/20/06 |17:00:00 Performed by Schedule  |Unlocked by Schedule
|__[11/20/08 |17:00:00 Group 4 Dizabled by Schedule
1120406 111:00:00 Performed bu Schedule | Groun 4 Activation Window disabled by SchedulilLI
4 »
Max Ewent Log Length
Default Yisw Export Log | Clear Log | 'ﬁ FBrint Cloge |
a
[ " ’ e

Note: To receive the Event Log wirelessly, see 01352

Receive Update Group Status

When Update Group Status is selected in the Receive From
Lock dialog box, the Enabled/ Disabled status of the Groups is
obtained and can be viewed in the Lock Data screen. A
checkbox will appear for Groups 1 to 4, and all Groups checked
are Enabled.

Al Lock Data PDL3000 (Hunterdon Hospital-Surgeons Post Op Office) H=
Lock ID Usedin DTM Screen: B
Laock Data |
User Name il [0 CadD |29 Cad Type | Card Code | 5P1| GP2|GP3| GPa|Ena0 ﬂ
o Code User
taster Code 1 123456 v
Irstaller 1 2
Irstaller 2 3
Manager 1 4
Manager 2 5
Manager 3 4
Supervizor 1 7
Supervizor 2 8
Supervizor 3 9
PFrint Onily 1 10
PFrint Orily 2 il
Roger Sterling 12 |03822 v
13
14
15
16 =l
Type User Name to Search For. To Feset: Clear The Entry. Use the ? Key to Remove Blank Lines.
I
Send!Receivel Group Enable Twavivil Print
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Configure the AL-DTM

The AL-DTM may be configured for Foreign Language support
and the Door Select feature (see below). Warning: Entering the
following Configuration Mode will clear all data (lock information)
from memory.

1. Place AL-DTM into PC COMM

MODE. If not already in PC FL COMH HODE

COMM MODE, press green

button to enter this mode.

2. Press and HOLD both the left and green buttons on the AL-
DTM. After several messages appear, release the buttons
when the display reads:

Entering (Release buttons
Confia<Test Mode when displayed)

When the display reads "COMFIG. LAMGUASE", the AL-DTM
has entered Configuration Mode.

COMFIG. LAMGUAGE

Note: Pressing the green button allows you to step through
each configuration option in turn; after the last option, the list
repeats ("COMFIG. LAMSUAGE" re-appears).

3. If you wish to configure the first option, Language, press and
hold the green button (otherwise press and release the green
button to skip to the next option shown in step 4).

LAHEUAGE = EHELISH
SBACK  HEWT:  EXIT

Set the language (as shown above) with the left and middle
black buttons, then press the green button to select the
language AND exit this option.

4. The next option appears: CONFIG. FOR DTM-III MODE. For
DL-Windows 3.5x and above, this mode MUST be set to "0OH".
Therefore, enter this option by pressing and holding the green
button. The following screen appears:

OTHM-IIT MODE= OH
] OFF EXIT

@
® 0 O

As shown above, the default setting is "ON". Press the green
button to both select DTM-IIl mode and exit this option.

5. The next option appears: COMFIG. DOORE SELECT MODE.
Enter this option by pressing and holding the green button.
The following screen appears:

DOOR SELECT = O
OH OFF ESIT

As shown above, the default setting of "OW" should be
retained if LocklD numbers have not yet been programmed
and you wish to use the AL-DTM to assign a LocklD number
to existing locks, or if LocklD numbers are to be changed.
Otherwise set Door Select Mode to "OFF". Press the green
button to select and exit this option.

6. Additional configuration and diagnostic options display in turn

7.

on each press of the green button; when SLEEP THEH POWER
DOWM  appears, press and hold the green button to exit
Configuration Mode. Note: UMCOMDITIOWAL FLASH ERASE
erases all lock information and configured settings in the AL-
DTM. To reset the AL-DTM fto its factory default settings,
remove the battery, press and hold the green button for 10
seconds, then replace the battery.

CLOCE TEST.

LCO DIs. TEST.

O« O« O«

LOW BAT. TEST.

FLAZH MEM. TEST.

SLEEF THEH

FOWER DO Hold Down

to Shutdown
AL-DTM

® 6 6 o 0 °
® 6 6 o o
« O¢

O« O

EXIT TO STRHDEY

UMCOMD T IOMAL . ‘
FLASH ERASE

The unit may now be powered up with the new feature(s)
enabled.

Operation Mode

Once AL-DTM is configured, it is ready for use. If Door Select
Mode was set to "OH" (in step 5 above), then the AL-DTM will
power up in "OPERATIONM MODE", which offers two choices: SELECT
and 5TO:

SELECT - If Select Mode is chosen (by pressing left button), you

STD

can choose between three modes: PC Comm Mode, Lock
Mode, and Door Select Mode:

e PC Comm Mode is used to transfer programming between
the PC and the AL-DTM.

e [ock Mode is used to transfer information between the AL-
DTM and the Locks. The AL-DTM will automatically
identify the LockID to which it is communicating.

e Door Select Mode is used to transfer program and assign
LocklD numbers from DL-Windows.

("standard") — Standard Mode will automatically put AL-DTM
in PC COMM MODE when communicating with DL-Windows
and will put the AL-DTM in LOCK MODE when performing
communications with the locks. Standard Mode should be
used for all subsequent communication after LockID has been
assigned.

Note: The AL-DTM will only allow the selection of a LockID for
which it has valid data currently programmed. Care must be taken
to that ensure the correct data is being transferred to the correct

lock.
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Send Data from DL-Windows to the AL-DTM

Introduction

When computers cannot be transported or when electrical power is
not available, the hand-held AL-DTM device acts as a go-between--
it allows the transfer of lock data from the computer (through the AL-
DTM) and to the lock, or in reverse (from the lock through the AL-
DTM back to the computer). An AL-PCI2 cable is required when
transferring from your PC to the AL-DTM. A double-ended mini
banana plug connector is used when transferring data from the AL-
DTM to the lock(s).

Prior to DL-Windows v3.5, Door Numbers were used to ensure
that each physical lock was correctly matched to its corresponding
data when programmed. With DL-Windows v3.5 or later, the
concept of a Door Number has been discontinued in favor of a new
system of LockID's. When communications take place between DL-
Windows and the lock(s), the LockID's must match in order for the
data transfer to take place. If they do not match, communications
will halt!

DL-Windows must be used to assign LockID's and this can be
performed in two ways, either:

e communicating directly with either "Send All' or "Send
Features", thus updating the locks with the new "LockID"
system

--0r--

e with the AL-DTM, "Send Program to Lock" in the AL-DTM's
Door Select Mode (see Configure the AL-DTM on page 25).

Door Select Mode should only be used when it is necessary to
assign a LocklD (usually first time programming of lock only).
Thereafter, ANY AL-DTM communications should be performed in
the "Lock Mode" of the AL-DTM. This will ensure that the
information is being communicated correctly between DL-Windows
and the Lock(s).

The AL-DTM displays the word "Door" and not "LockID" when
referring to door numbers (in the AL- DTM, both words are
equivalent).

Be sure to make note of the EXISTING User 299 User Code. You
will need this code(s) later when transferring data from the AL-DTM
to the lock(s). (See page 8 for a definition of User 299)

Send Program to Lock

1. Plug the AL-PCI2 cable into the correct COM port in your PC
and plug the 2-pin banana plug connector into the AL-DTM,
observing correct tab direction. Run a Loopback test (click
Tools, Comm Port Setup and Test) to test the cable.

2. Open an Account in DL-Windows, and click on any lock Profile
inside the selected Account. For each physical lock to be
programmed there must also be a corresponding lock in DL-
Windows.

3. Click the DTM button and the DTM Support screen opens. In
this screen, desired tasks must first be pre-programmed in the
DTM Function column. Therefore, for each lock that is to
receive program data, click in the DTM Function column for the
selected lock, click this arrow and the pull-down menu will
display. Select the "Send Program to Lock" function.

[P DTH 3 Support(Edmundbille Hospital) =lox|

DTM Configuration: [DTH Canfig 1 ] _AddDTM Config | Clear DTM Config | Delete DTM Conig|

DTM Config 1

Lack D |Lact
1

Change Selected to Re:
Change Selected to "Ser
Change Selected to Re:

Change Highlighted to “Send
Change Highlighted to Recel

5

DTH Opt
’717 et Lock Clock

Program DTM for Selected Locks

Baudiatz [57600 7 E
Data Retention Time [Forover = [

eceive Data Fram the DTH for
Selected Locks

DTM Function - Right-click within in the DTM Function column.

To send program to ALL locks available, right-click in the DTM
Function column and click Change All to "Send Program to
Lock™.

| Config 1
DT Function Si

[ -

|| Clickhere [ :

The AL-DTM also gives you the option of setting the date and
time of the lock (using the PC time). In the DTM Options box
at the bottom of the screen, the "Set Lock Clock" is selected
by default.

. Transfer the Data Configuration to the AL-DTM. With the

AL-PCI2 cable correctly connected to the AL-DTM, click
Program DTM for Selected Locks (in the DTM 3 Support
screen). The following window will display:

Please Press DTM Green Button
ta Erter PC COMM mace!

Press the green button on the AL-DTM to enter 'PC COMM
MODE'. During data transfer to the AL-DTM, the following will
display in the AL-DTM readout screen:

FC COMMUMICATION
IN PROGRESES.

Following a successful data transfer to the AL-DTM, the AL-
DTM will emit several beeps (beeps are dependent on
configuration Data) and display a "Comm. Complete."
message followed by a display of current memory block status.

Beep Beep Beep Beep

COMM. COMPLETE,
BT 24085 @5108FH

o]
g

z FREE
MORY BELOCKS

The AL-DTM, now filled with data, is ready to transfer the data
to the selected locks. The following messages will scroll back
and forth on the AL-DTM.

OTM-1I1I1: Plug in
then enter code
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Send Data from the AL-DTM to the Lock

Transferring Data from AL-DTM to Locks for the first time

1. Connect the AL-DTM to the Lock. Connect the double-ended
banana plug into the AL-DTM and into the lock that is to be
programmed (observing proper tab direction).

as they were set up in DL-Windows as well as ensuring the
correct data transfer for all subsequent communication
attempts.

2. The AL-DTM will display the LOCK MODE screen, press the [Iaiiuiaiaa iAol

green button to toggle through the following screens:

LOCK, MODE
YES Ha

DOOR SELECT MODE
YES MO

3. Toggle screens to display D00R SELECT MODE, then select YES
by pressing the left AL-DTM button.

4. The screen displays “Set Door TO=28831". The number "0001"
refers to the lock assigned LockID # 1 in DL-Windows. If this is
the first lock to be programmed, press the green button (SET).
(To choose a different lock, the left AL-DTM button will toggle
back through the list of locks and the middle button will toggle
forward).

5. The screen displays “Readu, Door=xxaxx” (xxxx = LockID).
Press left button (GO) and the screen will then switch between:

OTH-III: Flug in
then enter code

Waiting for lock
G4-25-06 B2ZIZAPH

6. Enter the User 299 User Code at the lock keypad. The AL-
DTM briefly displays a message that it is "Analuzing Lock -
Please Standby" and then displays the following:

299

Fe-snter
Code to Continue

7. Do not press any more buttons, and the AL-DTM will display the
following:

Door 8881,
FGEM Packet

Send
HE L

1

Packet Numbers will go up until all packets have been transferred to the
lock. PDL3000 locks will take longer due a larger number of packets
(typically 5 times longer than DL3000 or DL3500 locks.

The Lock will continue to beep while in communication with the
AL-DTM. After programming is complete, the following will
display:

LOCK™S TIME AMD
OATE UPDATED.

COMM. COMPLETE, (Current date and Time)
atsz4sB1 BZIBEPNH
B99E FREE || (Current Memory Status)
MEMORY BELOCKS

8. Program Additional Locks. Repeat Steps for each lock to be
programmed. Make sure that each Lock is being assigned the
correct LockID. This will ensure that the locks are programmed

If the lock's Master Code and the DL-Windows Master Code do
not match, then the following AL-DTM screen will display:

OOOR E
FEM FF

MASTER CODE
MISMATOH!

In this case, the solution is to either use the lock keypad to re-
program the Master Code--or--re-configure the AL-DTM (using
DL-Windows) so that both Master Codes match.

Transferring Data from AL-DTM to Locks (Changes)

After the initial programming of the locks with the AL-DTM, Door
Select Mode is no longer required. AL-DTM should now be used
in Standard Mode (Lock Mode). All changes can be
communicated to and from the locks in this mode.
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1.

Receive Event Logs with the AL-DTM

After all lock programming has been completed, the AL-DTM can
be easily re-configured to retrieve event logs.

In DTM Support screen click in the DTM Function column for
the selected lock, click the down arrow and the pull-down menu
will display. Select the "Receive Log" Function.

Multiple locks can be programmed to receive logs by right click-
ing in the DTM Function column and select "Change All to
'Receive Log."

H D7H 3 Support{Edmundville Hospital) i =] )
DTM Configuratons[DTH Cortig 1 <] _AcdDTM Confi | Ciear DTM Cantig | Delete DTM Cartig|

DTM Corfig ]
Lock ID {Lock Nare DTM Funcion |Se\e:led EI
I I

i T Floor Slorage
hamacy Storage Foom 1 rogram &

t

n ,
end Program to Lock
rogram k

Change Selected to Re
Change Selected to “Ser
Change Selected to Re

Change Highlghted to Receive Log’
Change tighiighted to “Send
Change Highlihted to Receive Program from Lock”

5

DTM Options:

¥ SetLock Clock Baudate [57600 7,

Riaceive Data From the DTH for Data Retention Time [Forever <
Selected Locks staietenien Tive JF

Program DTM for Selected Locks

Transfer the Configuration to the AL-DTM. Connect AL-DTM
to the DL-Windows PC (using the AL-PCI2 cable) then click
Program DTM for Selected Locks to transfer the new
configuration to the AL-DTM.

Program DTH for Selected Locks

The following window will display:

Pleaze Presz DT Green Buttan
to Enter PC COMM maocle!

Enter PC Comm mode. On the AL-DTM, press the green
button and the following will display on the AL-DTM:

FCOCOMMUMICATION
IM FPEOGRES

Go9z FREE
MEMORY BELOCKS

Unplug the AL-DTM.
The AL-DTM is now ready to retrieve event logs from the locks.

Connect the configured AL-DTM to the Lock using the dou-
ble-ended banana plug cable, observing tab direction.

With the AL-DTM in "Lock Mode", enter the User 299 User
Code at the lock keypad. The AL-DTM will briefly display a
message that it is "Analyzing Lock" and then will display the
following:

Re-Enter User 299 User Code at the lock keypad.
The AL-DTM will display the following:

Dooe BOE
LoG FPack

Lock™s time and
te, updated.

Complete,
SE4C88 BIZIanPH

Goes FREE
MEMORY ELOCKS

7. Retrieve Additional Lock Logs by repeating Steps 4 through
6 for each lock Log to be retrieved.

8. Reconnect the AL-DTM to the DL-Windows PC (using the
AL-PCI2 cable) to retrieve the Event Logs from the AL-
DTM. On the DTM Support screen, click Receive Data From
the DTM for Selected Locks to receive the Event Logs stored
in the AL-DTM.

Receive Data From the DTH far
Selected Locks

The AL-DTM status window indicates successful
communications.

9. View Logs Received From the AL-DTM. Open the Event
Log Viewer screen for each lock Log.

[H Event Log Viewer PDL3000 (Edmundville Hospital-1st Floor Sto B[] S|

“iewing 50 total event log records. Event Log Yiewer

Event Log Yiewer
User -
Mo

Time Name Event —

1E:23:08 293 |DTH Download NoPass

16:23.02 283 |DTM Download Progiam Sent to AL-DTM

16:23.00 293 |DTM Download Mo Pass

16:20:28 Keypad Lockout -
161718 293 |DTH Download Log Sent to aL-DTH

16:17:19 283 |DTM Download Lock time updated by DTH

16:16:46 293 |DTM Download Mo Pass

16:16:36 299 |DTM Download Program Sent to ALDTH

16:16:34 293 |DTM Download NoPass

16:16:14 283 |DTM Download Log Sent to AL-DTH

16:16:14 293 |DTM Download Lock time updated by DTM

161541 299 |DTM Download NoPass

16:15:38 293 |DTM Download Program Sent to AL-DTM

16:15:36 283 |DTM Download NoPass

16:15:00 293 |DTM Download Log Sentto AL-DTM

16:15: UUI 293 [DTM Download Lock time updated bu DTH _"Ll

Mas. Event Log Length

Deafault View Cealoes [ =] Biint Claze

Typical Event Log

Receiving Program with the AL-DTM

The AL-DTM can be programmed to receive the program from the
locks. Receiving the program can be a useful tool to monitor addi-
tions or changes made at the lock as well as import locks into a
new DL-Windows account.

The procedure for receiving the program from the lock with the AL-
DTM is similar to receiving logs. Click in the DTM Function col-
umn for the selected lock, click the down arrow and select the
"Receive Program" Function in the pull-down menu. Follow the
same procedures in the section above to program the AL-DTM
and retrieve data from the lock.

Refer to Receiving Data from the Lock on page 23 for more infor-
mation.
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"Global Users" Screen - Field and Button Definitions

One building may contain many locks. To add the same User to each lock again and again can quickly become tedious. The
solution is the Global Users screen. The Global Users screen allows you to enter a User's name and information ONCE, then
quickly and easily add this User to any lock (up to 2000) in the Account, as well as designate the User's specific Location Number
(within each lock) and User Code (Pin Number). In short, the Global Users screen allows you to control the status of all Users
inside an Account (usually a single building) as well as their individual Programming Levels for each lock located in the Account.

o

Press the Global button to Access the Global Users screen. Global

ﬁort » User Name Pin Number
se pull-down menu to Names appear in this | | Each User can have the same Pin Number Locks Listed by LockID
select various methods of column when First (User Code) for all locks in an Account. Itis These boxes |age|ed 1-2000 each repre-
sorting User Names. The Name and Last listed here for ease of viewing (you can| | p | sent individual locks in the Account. User
default selection is the Name fields in this : . ersona ) >
"Classic Sort" method (by ated also add Pin Numbers by typing them | | |nformation status is presented in one of 4 colors:
Global Reference Number). | | Fioid tune vorou | | directly into this column). Administrators | | Thig basic data Gray--Not assigned (no lock exists).
X : Field tumns yellow can hide this column by pressing the Hide ; White--User not vet added to lock pro-
Other methods include when both a User PIns button. This column is hidden for all helps to customize Ly P
sorting alphabetically, by Code and Prox infor- t':S ution. 's:é’ u'm'ntlst iaden VSLa and ensure correct gramming. )
the Custom Field, and by mation is required. other users (non-Administrators). - When | | jgentity. Includes Green--User added to lock programming
the first and last names. See page 18 hidden, thls column is hidden in this screen Custom Field, and enabled.
page fo. and also in the Lock Data screen. described below Red--User exists inside lock program-
ming, but is disabled.
("Global") Reference Number /
A Global Reference Number is Ac-
count specific (remains constant within i Glotial Users Aocomst Rame T =l ProxCard Data
Accounts only); is not related to User \ floerh et ey = Use the AL-PRE to enroll Prox-
Numbers nor Programming Levels, Clessic Sort (Reference Humber) | =] | [ FistHame: [Doug M ii Cards® and ProxKey® keyfobs,
but acts as an intemal designation T~ s B ]| [ Lesthiame: [Fieger 1? 1; 1'; 1: :g and these fields will automatically
within the software only. Note: The 1 |DougFieger  [535785 J Address:[— 6 17 18 19 20 populate. Press Add Card to
Global Reference Number can be 2 fetonfvme |80 O E— 2 22 23 24 25 open the ProxCard Enrolling
hidden from view. See note below. T TRoss Wikie T7e00 : % 27 2 29 % dialog. See page 17 for proce-
5 |Donald Draper_|331 sae [ 7o | I T dures.
[ Prescott Niles E7733 I 36 37 383 39 40
Click in this column to high- ; Suaaeal i:e:;hng g;ggé mm::_ T 4 42 43 4 45 Press Remove Qard to remove
gt User and view personal - L cstomrios-scimostonssoeen || & & & cel=t| | | FrOx information from alllocks.
this example, Dave Phillips is i L == .
highlighted, displaying his User LA - I 1 _
data in the window. T bepems eems get Group Ass.lg(;lmentlI o th
75 ) pens a new window, allowing the
Pin No / 1? a§§ignment o_f t_he User to a spe-
Same e;s a User Code B ok cific Group within a lock. Also
i iE LA = Add Cards | Remove Card | allows a single user to be assigned
] A to different Groups in different
Custom Field / ?2 Add Administrative Users set Group Assignment 1| locks within an Account.
Allows a customized field of up = LT Set Duoube Sided Acoess | '_lﬂ"e ok Sel Lovel Assignment_Jeg
to 15 characters. This field is 2 1
set in the Options screen and ;Zg AT [ searen
once changed remains identical L [name [Type search Text Here | | pelete ser
for all locks in all Accounts. Jor™ @ TR e Close
s L ‘B Pad \ \\\ Delete User
Comments ’/ / \ AV Press to ‘delete User from
Allows text up to 256 characters. |V \ \\ all locks in the Account,
. removing all information
Battery Icon Search Utility Type name here from the system (not just
— The battery icon indicates As User Names start to fill up, | | Enter search criteria disabling)
Add Administrative Users the charge status of the this utility saves time. (either first or last :
Allows manual assignment . of battery inside the AL-PRE. Search by Name allows a name, Prox Number
Users to User Numbers, allowing search by either first or last or Pin Number) Close
Users to be assigned to specific Prox Enroll Status name: Reset Name Search Press to close window.
Programming Levels within a This light indicates the sta.tus Search by ProxCard® for Press to start a new
lock. The range of program- of the AL-PRE after enrolling Prox Number search. search. Press this
ming tasks allowed by these a ProxCard®. ) Search by Pin allows a button and you lose -
Programming Levels are out- (Green = OK, Red = Fail) search by User Code (Pin). the results of your Set Level Assignment .
lined in each lock's programming previous search. Opens a new window, allowing
instructions. the assignment of the User to a
specific Level within a lock. Also
\( Hide Pins allows a single user to be as-
Set Double Sided Access Allows PIN numbers to be signed to different Levels in differ-
Allows selected Users to be hidden for increased secu- ent locks within an Account.
granted access to either side or rity. Note: Applies to DL3000 and
both sides of the double-sided DL2800 locks only.
lock.
Level Assignments are prede-
NOTE: fined User Types (such as Mas_—
The Global Reference Number is a means of determining how many Users are listed within an tseorr :,féag?{;]t“éﬁfgjsrér)s_ufar&
Account. This "Global Reference Number" is used by the DL-Windows program only and has no possess a specific range of pro-
relationship to "where" the User is located within a particular lock (their User Number). The Global gfamrfp'ng tasks they are allowed
Reference Number is not a User Number, and does not determine Programming Levels within © periorm.
locks.
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"Set Double Sided Access" Entry Side Selection

The Alarm Lock Trilogy 5200 series and 5300 series locks are double-sided to allow control entry and exit. Since either side of the
door is "protected"”, the idea of an "inside" or "outside" may not always apply. The installation instructions for the 5300 series locks
differentiate between the two sides of the lock by using the terms "primary" side and "secondary" side.

o The primary side of the lock contains the ribbon cable; inserting the metal key into its lock cylinder will always unlock the latch,
allowing entry or exit.

« The secondary side contains no wires; inserting the metal key into its lock cylinder will NEVER unlock the latch. The key inserted
into the secondary side ONLY allows removal / installation of the secondary side lever. After programming with DL-Windows, be
sure to test access on both sides of the door.

Shown at bottom is an example double-sided lock (PDL5300). Note: This screen is also used with the Networx™ NETWORXPANEL
control panel and "Two Door Mode"; see OI352 for more information regarding the wireless Networx™ system and its supported

features.

Lock 1D:
»- Fri. Side: |p

’/v Sec. Side: g

LockID
Displays the LockID number selected
in the Global Users screen before the
Set Double Sided Access button was
clicked.

Aocept |

Accept
Click to add the selected User
(s) to the sides of the lock
displayed in green color and
to close this dialog.

Eancel L Cancel
[ ——

the 'Chl’ key.

“dd Selected Uszers to Selected Sidez" will add the
zelected uzers to the Sides dizplaved in Green. Select
Sides by double clicking or zsingle clicking while halding

Add Selected L zers to Selected Sidez |

Click to close dialog
without saving
changes.

1

AN

Pri. Side

To add the selected User to the "Primary Side" of
the lock (selected User's User Code pressed at this
side will unlock the lock), double click the "P" box to
turn its color green.

You can also press and hold the Ctrl keyboard key
and single-click the "P" box to turn its color green.

Sec. Side

To add the selected User to the "Secondary Side" of
the lock (selected User's User Code pressed at this
side will unlock the lock), double click the "S" box to
turn its color green.

You can also press and hold the Ctrl keyboard key
and single-click the "S" box to turn its color green.

Add Selected Users to Selected Sides
Click to add the selected User(s) to the sides of
the lock displayed in green color.

PDL5300 PRIMARY SIDE

Three-color Status LED

Infrared Transmitter
LED for printer

Standard red and
black download com-
munication port (PC /

AL-DTM Interface)

This key lock cylinder
unlocks the lock*

Proximity Card
Readers

* Note: Only the Primary Lock Side key cylinder allows non-logged access; the Secondary Lock Side
cylinder is only used to secure the housing to the door. Therefore a person in possession of only the
metal key on the Secondary Lock Side has no means of unlocking the PDL5300 lock.

P -:g\ (No communication

PDL5300 SECONDARY SIDE

Battery Pack inside

port Interface)

This key lock cylinder
ONLY removes this
handle (does not
unlock the lock--use to

change batteries)*

30

DL-WINDOWS™ V4.0 USER'S GUIDE



"Global Users" Screen - Right-Click Menu

Right-click in the "User List" area of the Global Users Screen opens a right-click menu; each item is detailed below. To select
multiple Users, press and hold the CTRL keyboard key, click the right arrow ("»") located to the left of the User Name. Single-click the right

arrow ("P»") to select only one User.

Generate Selected New Codes
Generate All New Codes

Delete Selected Codes
Delete All Codes

Delete Selected Prox Cards
Delete All Prox Cards

Delete Selected Users

Add Selected Users to All Lodks
Add Selected Users to a Lock.

Right-Click Menu

at right.

Highlight a name or names Remove Selected Users from a Lock
(or an empty slot) and right-

click to open the menu shown / Add User to Admin Screen

Remove Selected Users from All Lacks

Allow User to Issue Emergency Cmds.

Add a Blodk of Empty Slots to List

Generate Selected New Codes - Random User Codes may be
generated for one or many Users. (Note: To avoid User Number
conflicts, it is recommended to first assign specific User Codes to
Users before selecting random User Code generation). A Code
Length popup dialog will appear (see below); click to select the
number of digits each generated User Code will contain.

Generate All New Codes - See above "Generate Selected New
Codes". Generate random User Codes for ALL users listed in the
Global Users Screen. A Code Length popup dialog will appear
(see below); click to select the number of digits each generated
User Code will contain.

Delete Selected Codes - Click to
remove the User Code from the
selected User(s); all other data Select a Code Length F
will remain unchanged. A confir- s
mation popup appears; click Yes

to clear the User Code, click No to retain the User Code with-
out making changes.

Delete All Codes - See above "Delete Selected Codes". Click
to clear ALL User Codes from ALL Users listed in the Global
Users Screen.

Delete Selected Prox Cards - Click to clear the existing proximity
data from the selected User(s); all other data will remain un-
changed. A confirmation popup appears; click Yes to clear the
User Code, click No to retain the User Code without making
changes.

Delete All Prox Cards - See above "Delete Selected Prox
Cards". Click to clear ALL existing proximity data (where
used) from ALL Users listed in the Global Users Screen.

Delete Selected Users - Click to remove selected User(s) from
the Global Users Screen, and therefore the selected Account.
A confirmation popup appears; click Yes to remove the User
(s), click No to retain the User(s) without making changes.

Add Selected Users to All Locks - Click to add the selected
User(s) to all existing locks shown in the Locks Listed by
LockID area of the Global Users Screen.

Add Selected Users to a Lock - Click to add the selected
(highlighted) User to one of the locks in the Account. After a
confirmation popup appears, the Select Door Number dialog
appears (shown below); select the lock in the pull-down list
(arrow).

Select Door Number

Add Selected Users to which Door?

Click pull-
down list to

Cancel | \ select a lock
in the Account

1 3rd Floar Phamacy 1

Remove Selected Users from All Locks - Click to delete the
selected User from all locks in the Account. A confirmation
popup appears; click Yes to remove the User, click No to re-
tain the User without making changes. Clears all boxes (turns
all boxes white) in the Locks Listed by LockID area of the
Global Users Screen.

Remove Selected Users from a Lock - See above "Remove
Selected Users from All Locks". Click to delete the selected
(highlighted) User from a single lock in the Account. After a
confirmation popup appears, the Select Door Number dialog
appears (shown above); select the lock in the pull-down list
(arrow).

Add User to Admin Screen - Click to add the highlighted User to
an open slot in the Administrative Users screen. The Select
Admin User Position screen opens (see below); from the
pull-down list, click the slot ("User Location") to select, then
click OK to add the User, click Cancel to exit without saving.

Select Admin User Position

Add Selected User ta the Admin Screen?

Click pull-
down list to

\ select the

User Location

Allow User to Issue Emergency Cmds. - See OI352 for more
information regarding the wireless Networx™ system, its sup-
ported locks and features, including "Emergency Commands".

Add a Block of Empty Slots to List - If all slots in the Global
User Screen are filled and you wish to add more Users, click
this menu item to add a specified number of additional empty
User Locations to the Global Users Screen (User List area).
The Add Blank Users dialog opens (see below); type a num-
ber into the bottom field (the range will be specified in the dia-
log) and clock OK to add the slots or click Cancel to exit with-
out adding slots.

Add Blank Users E

Please enter a valid number between 1 and 9890

Cancel |
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"Administrative Users' Screen - Field Definitions

The Administrative Users screen is used assign Users to the administrative locations within the locks, determining their
Programming Levels and therefore defining the range of programming tasks a User is allowed to perform. Press the Add

Administrative Users button (on the Global Users screen) to Access the Administrative Users screen.

User Name

Names appear in this column when
First Name and Last Name fields
in this screen are populated. This
field turns yellow when both a User
Code and Prox information is re-
quired. See page 18 for details.

Pin Number

Each User can have the same Pin Number
(User Code) for all locks in an Account. Itis
listed here for ease of viewing (you can
also add Pin Numbers by typing them
directly into this column). Administrators
can hide this column by pressing the Hide

Personal Information
This basic data helps to
customize and ensure
correct identity. Includes
Custom Field, described
below.

Pins button. This column is hidden for all
other users (non-Administrators). \When
hidden, this column is hidden in this screen
and also in the Lock Data screen.

Click a row in this column to highlight
User and view personal and Account
information. In this example, the Master
Code is highlighted, displaying the default

User information in the window, with the Custom Field
fields ready to be populated. Allows a customized field of up
— = to 15 characters. This field is
it a Vel I set in the Options screen and
\\ Administrative Users [~ Jcer Name Pin_| [DserTio - once changed remains identical
Master Code E b |Master Code 123456 First Mame: IMaster for all locks in all Accounts.
Administrative Users are special in ::z::::::; ::z::::::; Last Name:  [Cod=
that they can perform programming M anager 1 WManager 1 Address: |
tasks that non-Administrative ("Basic") Manager 2 Manager 2 T l—
Users cannot perform (such as chang- Manager 3 Manager 3 Pin No.
ing or adding new User Codes, etc.). gupew!sor‘lz guperv!sor; State  Zip Custorn Field - -~ Same as a User Code. Enter
- . UpErvison upervigor i is fi
Some of these Administrative Users are Susewm 3 Suge & [ changes in this field.
a!loyveq more tasks than others, and th_e Fiint Only 1 BrfOnly | e | /
distinction between Users and their Print Drily 2 virt Only 2
allowed tasks is known as a Erable User 300 Enable Uzer 300 Comments  PIN:  [123456 Comments
"Programming Level". (See the defini- PLC Dovinlg PLC Dowriload || "] Allows text up to 256 characters.
tion of "Programming Level" on page 7). DTH Detinload DTH Dowrload I Aﬁ’
0 ime Service One Time Service
ProxCard Data
: Card Data = Use the AL-PRE to enroll
v Set Group Assighment | Card Type Facility Code Card Code ProxCards® and ProxKey®
/ v I I I keyfobs, and these fields
iew Emergency Users N .
Set Group Assignment /—I P [ AddCads | e | will automatically populate.
Opens a new window, allowing the Press Add Cards to open
assignment of the User to a specific Delate Current Lser Accepl the ProxCard Enrolling
Group within a lock. Also allows a dialog. See page 17 for
procedures.

single user to be assigned to differ-
ent Groups in different locks within
an Account.

Press Remove Card to
remove all Prox information
from all locks.

Delete Current User
Press to delete User from
all locks in the Account,
removing all information
from the system (not just
"disabling").

Press Accept to save the
information added, and
press Cancel to discard all
entered information.

View Emergency Users
See O0I352 for more information
regarding the wireless Networx™
system and its supported features,
including "Emergency Users" and
"Emergency Commands".

N

Right-Click Menu
Right-click in the "User Name" area of the Administrative Users screen opens a right-click menu; each item is detailed below. Single-
click in the User Name column highlights and selects one Administrative User.

Generate New Code - A random User Code may be generated for a User. (Note: To avoid User Number conflicts, it is recommended to first

assign specific User Codes to Users before selecting random User Code generation). After a con-
firmation popup appears, a Code Length popup dialog will appear (see right); click to select the

number of digits each generated User Code will contain.

Delete Code - Click to remove the User Code from the selected User; all other data will remain
unchanged. A confirmation popup appears; click Yes to clear the User Code, click No to
retain the User Code without making changes.

Select a Code Length F
E

Send User Back to Global Screen - Click to remove all User Information, including the User
Code, from this Administrative Users screen and add it back to the Global Users Screen into a new slot as a new User entry.
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"Lock Data'" Screen - Field Definitions

The Lock Data screen is used to view User Codes, Group Associations and Program Levels inside individual locks.

; N
v'Quick Tip:
After entering Users and assigning Users to Location
Numbers ("Slots") by using the Global Users screen (see
page 29), use the Lock Data screen (shown at right) to view
and confirm the User Location assignments made inside
each individual lock. User Locations determine
Programming Levels for each lock.

Remember, Inside each lock:
User Number = User Location = Location Number = Slot

o

/f‘

‘ Name

In this field, the First and Last Name entered in the Global Users screen is
displayed. The Name will appear on any activity reports generated, such as
in the Event Log Viewer screen. The default labels (such as "Supervisor
1") that appear in the Name column when a new lock is created are for
reference only. As Users are assigned to each User Number "slots", the
Name will appear in place of the default values shown.

‘ User No. ‘

This is the User Number inside the lock that determines the
Programming Level of each User (see "Terminology" on page 7). Note:
The PDL series locks can contain up to 2000 Users, and 300 Users for
the DL3000/DL3500.

‘ User Code ‘

Also called User Access Codes or PIN No. Codes, User Codes are
numbers the User enters into the lock keypad to unlock the lock or device.
User Codes are entered via the Global Users screen. Administrators can
hide this column by pressing the Hide Pins button. This column is hidden for
all other users (non-Administrators).

Card ID |

This field is used to physically identify a ProxCard that has been
assigned to a User. The number printed on the ProxCard (up to 9
digits) may be typed into this column. This is for reference only.

Facility |
The Facility Code is a site code on all ProxCards® and ProxKey®
keyfobs, and is usually the same for all ProxCards® (but not printed on

the card or fob). Usually, the site administrator can provide Facility
Code information.

Card Type

The Card Type specifies the format of the card being used (i.e. HID 37
bit format, etc. See pages 18-19). The Card Type is not printed on the
card or fob itself, and usually the site administrator can provide this
information.

Card Code

The Card Code is usually laser-printed on the card or fob itself. If not
printed on the card, see the site administrator for this information.

| Lock Data PDL5300 (Hunterdon Hospital-Nurses Station #1) [0
Lock ID Usedin DTM Sereen: 5
Lock Data |

User Name e lpm | e [P podType | E3d P\ GRo|eps| gl et DS i’
Master Code 1 123456 v [B
Installer 1 2 B
Installer 2 3 B
Manager 1 1 B
Manager 2 a B
Manager 3 [ B
Supervizar 1 7 B
Supervisor 2 8 B
Supervisar 3 E B
Frirt Onily 1 10 B
Print Only 2 1 B
Dianald Draper 12 938 v [P

13

14

15

16 =l

Type User Name to Search For. To Reset: Clear The Entry. Use the ? Key to Remove Blank Lines.
I

Send/Receive | GroupEnable: 1V 2V 3IW 4V Print

'GP1 GP2 GP3 GP4 |

(User Group Association)

Each User can be associated with up to 4 Groups. Groups of Users can be
enabled or disabled simultaneously. This User/Group association is typically based
on the User’s department, or the shift to which the User is assigned. If any User
attempts to access the lock outside of the Group's scheduled hours, the lock will
deny entry.

‘ Enable ‘

Indicates the current status of the User. If the User is currently enabled,
a v will appear under the Enable column.

‘ Type User Name to Search ‘

Type in User name to be searched.
For example, enter “Bob”. All names with “Bob” in the User Name will
display.

‘ Send/Receive ‘

If clicked, the Send/Receive button will provide a shortcut to the
Receive from Lock or the Send to Lock communication dialogs.

‘ Group Enable ‘

For all locks except the DL2800 and DL3000. Users that have been
assigned a Group number can be enabled/disabled by checking or un-
checking the associated box. NOTE: Group Enable data is not
transferred by the AL-DTM.

Print |

Click to send to your default printer all data inside all columns and rows
listed in the Lock Data screen.

‘ Close ‘

Click to close Lock Data screen.

‘ DS Acc. ‘

When used with 5200 and 5300 series double-sided locks, indicates the
User's Double-sided access rights. P = Primary Side only; § =
Secondary Side only; B = Both Primary and Secondary Sides. Also
used with the Networx™ NETWORXPANEL control panel and "Two
Door Mode"; see OI352 for more information regarding the wireless
Networx™ system and its supported features.
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"Event Log Viewer" Screen - Field Definitions

The Event Log Viewer screen is used to view each event (also called the "Audit Trail").

Yiewing 86 total event log records:

E Event Log Viewer PDL1300 (D5T test-PDL1300) :

=11

Ewent Log Wiewer

Ewent Log Yiewer

Event —

Date Time ﬁzﬂ MName

1011406 131612 Performed at Lock,
104171406 | 131612 1 Master Code
10411406 | 131612 1 Master Code
10411406 | 12:01:02 1 taster Code
10411406 |12:00:38 1 b aster Code

10/11/06 | 12:00:06
10/11/06 | 12:00:06
10411406 | 12:00:05
0118400 | Mid-Night
0117400 | Mid-Night
011600 | kid-Might
01/15/00 | kid-Might
01/14/00 | Mid-Night
01/13400 | Mid-Night
01/12/00 | Mid-Might
0111400 [ Mid-Niaht

[TTTITTTTTTITTT

[

Frogram 58 Send/Receive PC Data
Features Updated by PC —
Mew Clock Time

0Old Clock Time

Entry

Clock TestPass
temory TestPass
Fower Up

Reserved Time Stamp
Reserved Time Stamp
Reserved Time Stamp
Reserved Time Stamp
Feserved Time Stamp
Feserved Time Stamp
Reserved Time Stamp
Reserved Time Stamo

Default View

Export Log

Max. Event Log Length

Clear Log | 1000 = FErint |

Note: In the Event Log Viewer screen, each column heading (Date, Time, etc.) can be clicked to sort its data.

‘ Date ‘

The date the event occurred (MM/DD/YY). Click the heading to sort its
contents.

Time |

The time the event occurred in 24-hour military time. Logs retrieved
from the DL3000 with the AL-DTM have an accuracy of one minute, for
all other locks accuracy is one second. Logs retrieved with a computer
have an accuracy of one second. Click the heading to sort its contents.

User No.

This is the User Number inside the lock that determines the
Programming Level of each User (see "Terminology" on page 7).

Name

Most often, this is the name that is entered in the Name field on the
Global User screen. If a name has been entered for the User that is
associated with the event, the name of the User will be displayed.

Event

This is a description of the logged event that occurred. Click the
heading to sort its contents.

Default View
Clears the Event Log Filter and displays all Event Log Events.

Export Log

Click the Export Log button and two selections appear (as shown
below): You can click either Export Log to Text File or Export Log to
CSV File.

Export Log to Text File
Export Log to C3V file

If you click Export Log to Text File, the log will be saved in the form of
a .txt (text) file, and a popup will appear detailing the name and path of
the file. Note: If the text file is viewed using Courier font typeface in
Notepad, all columns in the file will align.

If you click Export Log to CSV File, the log will be saved in the form of
a CSV (Comma Separated Value or comma delimited) file, and a popup
will appear detailing the name and path of the file. Note: This CSV file
can be viewed in MS Excel, and each column in the Log will be aligned
in Excel under its own column heading.

‘ Max. Event Log Length ‘

Enter the Maximum length of the Event Log list.

‘ Print ‘

Click to send to your default printer the displayed data inside columns
and rows listed in the Event Log Viewer screen. Only those records
displayed (specified in the Maximum Event Log Length) will be
printed.

Close

Click to close the Event Log Viewer screen.
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"Programmable Features" Screen - Options tab

The Programmable Features screen is used to program lock options and a variety of programmable Features.

E Programmable Features PDL3000 {(Hunterdon Hospital-Surgeons Post Op Office) [_ ]
Options T Fielay Functions T Femote T 4000 Seres
— Lock Featun

r~ Door Action:
Lock I E - Lockout # of Attempts 1-3 IE VI
Pase Time In Seconds 3 - Lackat Time [n §econds 20 -
Entry Delay In Seconds = LLock Fesponds ta Emergency Commards

v [safireless Only] In
Wzers are dizsabled during Lockdawn r

i~ Group Entry Made: i Daylight Savings Time——————————————————
Group 2 Toggles Passage Mode r Daplight Sawving Time [DLA000/2800] r
Groups 2 Enables and 3 Disables Passage r Daylight Saving Time
Mode
One Time Entry for Group3 Uzers - |12 st Sun AprLast Sun Dct J

Eustom DET

— Sounder/Star Key
Star Key as Enter Key r ~Door Ajar
Dizable Sounder I Enable Daor Afar Manitaring r
Enable Star Key as Doarbell N Doar &jar Trip Time In Seconds 20 =
Enable Entry Sounder, r e Sounder an Do &jar, [N

The Ambush Code is now Global and can be set from the Optians screen.

The screen shown above is from a PDL3000 lock. Note the Daylight Saving Time area in-
cludes the 24 pre-programmed modes as well as a 25th mode to allow customization (selecting
mode 25 from the pull-down list activates the Custom DST button). This screen layout is typical
for most locks. For other locks, see the Daylight Saving Time description below.

LockID

Door Number must be between 1— 2000*.

If the lock is a new lock without a designated LockID, the ID number
specified in this field will be assigned to the programmed lock. If used
with the AL-DTM Data Transfer Module, this is the LockID number the
AL-DTM will use to identify itself to the lock, insuring that the proper
data inside the AL-DTM will be matched to the correct lock.

*Varies with lock model.

‘ Pass Time In Seconds ‘

The duration in seconds that the lock will remain unlocked after a valid
code has been entered (valid entries are 3, 10 & 15 seconds).

‘ Entry Delay in Seconds ‘

Delays door entry after valid User code is entered. Note:
and PDL3000, valid entries are 0, 5, 15 & 45 seconds.

For DL3500

‘ Lockout # of Attempts 1-9 ‘

The maximum number of invalid entry attempts (with wrong User Code)
the lock will allow before it goes into lockout mode (where it will refuse
to recognize ANY User Code entry). The lock will shut down for the
period programmed in the Lockout Time in Seconds field which
follows. Valid Attempt entries are 1-9.

‘ Lockout Time in Seconds

The duration of time the lock refuses to recognize ANY User Codes
after the maximum number of invalid entry attempts (with wrong User
Code) has been reached (valid entries are 1-60 seconds).

‘ Lock Responds to Emergency Commands ‘

‘ Users are disabled during Lockdown ‘

See OI352 for more information regarding the wireless Networx™
system and its supported features, including "Emergency Commands"
and "Lockdown".

‘ Group 2 Toggles Passage Mode ‘

A Group 2 User will toggle passage mode (lock is unlocked). Caution!
The consequences of accidentally selecting this option can cause
a security breach! (Not applicable to the DL2800/DL3000).

‘ Group 2 Enables and 3 Disables Passage Mode

A Group 2 User will put door into passage mode (lock is unlocked). A
Group 3 User will take door out of passage. Caution! The consequences
of accidentally selecting this option can cause a security breach! (Not
applicable to the DL2800/DL3000).

‘ One Time Only for Group 3 Users

If checked, allows Group 3 Users to unlock the door one time only, then
their User Code or proximity card becomes disabled. (Not applicable to
the DL2800/DL3000).

‘ Star Key as Enter Key ‘
If checked, all codes entered must be followed by the key.

‘ Disable Sounder ‘

Disable Lock Sounder to enable silent operation. (Not available on all
locks)

‘ Enable Star Key as Doorbell ‘

Check to allow the [*] key to act as a doorbell. Sounder must be
enabled for doorbell operation. (Not available on all locks)

‘ Enable Entry Sounder ‘

Check to enable sounder to activate upon each Access Granted or
Remote Input activation. (Not available on all locks)

Daylight Saving Time

The lock will adjust for Daylight Saving Time. Daylight Saving Time
configuration settings for the PDL3000 lock are shown above (most
other locks similar) allowing 23 pre-set modes for the varied DST
adjustments throughout the world. For this lock, select mode "1" for no
DST adjustment and select mode "25" and click the Custom DST
button for custom settings. Note: The configuration settings for the
DL3000, DL2800 and DL/PDL1300 locks will appear differently, as
detailed on the next page. In addition, for a list of locks and firmware
versions that support this new Daylight Saving Time feature, and for
information regarding custom settings and other details, see the next
page.

Door Ajar

For use with the NETWORXPANEL (see OI352). A "Door Ajar" occurs
when Door is found to be left open after a specified period of time.
Check Enable Door Ajar Monitoring to enable supervision of a Door
Ajar occurrence (trip). Check Door Ajar Trip Time (delay time in
seconds after the door first becomes slightly open) from the drop-down
list, and check Use Sounder on Door Ajar to enable an audible
warning upon a valid Door Ajar trip.
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"Programmable Features" Screen - Customize DST

The Programmable Features screen, Options tab will vary depending the lock model, as shown below. Some locks require either
DST be disabled or customized, other locks also allow the selection of pre-set DST modes for the varied DST adjustments
throughout the world. See below for details regarding the Custom DST button and customizing the DST start and end dates. In
addition, see below for a list of Locks and firmware versions that support the new Daylight Saving Time feature. Set Daylight Saving

Time configuration settings as follows:

Daylight Savings Time
Daylight S aving Time [DL300042300) Il
Drawlight Saving Time

| [
Cuztom DST |

Daylight Saving Time area for DL3000 /DL2800:
If Daylight Saving Time is elected to be used,
check the box to activate the Custom DST button.
Uncheck the box to disable DST.

Daplight 5 avings Time
ayliaht Sawing Time [DL2000A2E00]) -
Draplight S aving Time

|2 - Custom Daylight Savings Time j

Cusgtom DST |

Daylight Saving Time area for DL/PDL1300
locks: If Daylight Saving Time is elected to be
used, select mode 2 - Custom Daylight Saving
Time from the pull-down list to activate the Cus-

Daplight Savings Time
[ravlight Saving Time (L2000 ZE00] 1]
Daylight Saving Time

|25 - Custom Daghight 5avings Time j

Cugtom DST |

Daylight Saving Time area (for locks other than
the DL3000/DL2800 and DL/PDL1300): If Daylight
Saving Time is elected to be used, select mode 25 -
Custom Daylight Saving Time from the pull-down

tom DST button. Select mode "1" to disable DST.

list to activate the Custom DST button. The pull-
down menu also allows 23 pre-set modes for the

In any of the screens above, click the Custom DST button and
the following dialog appears:

| Adjustable Daylight Savings Tim x|
Select Start Month/Day Select End Month/Day

| 3 /112007 hd l I 11/B j2007 2 l

This fezture is only supported by locks with firmmware
Version 38 And above.

DL3000/2800 manufactured after 1/01/07
ako support thid new feature,

Cancel

Ok | Set USA Default |

The default Start and End dates are set to the new DST laws en-
acted for 2007 in the USA:

e Start Date:
e End Date:

To customize these dates, click the pull-down menu and a calen-
dar will appear:

Second Sunday in March
First Sunday in November

Click to scroll through
the months

4

X
‘ I March 2007 |

kL X X ¥ 1 2

4 & & 7 & %

i1 12 13 14 15 16

18 15 20 21 2 13 M
30

Click any day in

10 | o —the selected

i7 month to set

FLT. TR 31

4 c - Current date is shown and

. !‘. f 2 ‘// is circled when current
E:.T y: 1228/ 2006

1 “

month is displayed

You can also click within the pull-down list to highlight the num-
bers and type in the digits manually:

Click in the pull-down list field to I
type the digits manually . » I I,r]_l.,r;_m? il

varied DST adjustments throughout the world. Se-
lect mode "1" to disable DST.

Repeat to select the End Month/Day.

Daylight Saving Time customization is only supported with the
locks listed in the chart located at the bottom of this page.

All DST adjustments will take place at 2:00 AM the days selected.
Click OK to save and click Cancel to discard changes.

Select Start Month/Day
| 3 711/2007 =]

121
y

x|

Select End Month/Day
|11/ 4 j2007 |
_’I ks with firnmeare

J Set USA Default |

Click the pull-down menu and a calendar will appear.

Locks and firmware versions (and later) that
support the new Daylight Saving Time feature:
e PDL3000 v40b
e DL3500 v14i
e PDL3500 v41a

« DL1300 v38d
o PDL1300 v39e
« DL2800 v35¢g
« DL3000 v34k
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"Programmable Features" Screen - Relay Functions tab

The Features screen is used to program Relay Functions and other programmable Features. If programmed, one or more of the following relay
Functions will activate an external Relay for an interval of 3 seconds, if the condition is met. If Relay follows Lock/Unlock Status is selected, the

relay will remain activated as long as the door is unlocked.

E Programmable Features NETWX PHL (Hunterdon Hospital-4th Floor Pharmacy)

JH[E E3

Optlions

Z |

Remote T 4000 Series

— Relay Function:
Remate Input While Enabled
Remate Input While Dizabled
Failed Entry Attempt
Disabled User Entered Code
Authorized Entry
Scheduled (Group1 Activated|
Locked by Schedule
Unlacked by Schedule
Lockout # of Attempts Exceeded
Ambush Function Activated

S e o i i

Any Kevpress o Card Entiy

Relay follows Lock/Unlock Status

Activate Relay on Door Ajar

a0

Two Door Mode

Select any of the Functions below to Activate the Relay Output (more than one may be selected).

'Remote Input While Enabled |

Will activate relay when the Remote Release is activated. This will
provide an alert that access has been granted via the Remote Release.

'Remote Input While Disabled |

Will activate relay when the Remote Release is attempted to be
activated but is disabled. This will provide an alert that an unsuccessful
access has been attempted via the Remote Release.

Failed Entry Attempt |

Will activate relay if any unsuccessful Use Code entry occurs. This will
provide an alert that an unauthorized Use Code entry has been detected.

‘ Disabled User Entered Code ‘

Will activate relay if a User enters their User Code while that User Code
is disabled. Provides an alert that a disabled Use Code entry has been
detected.

‘ Authorized Entry

Will activate relay anytime a User enters a valid User Code and is
granted access.

‘ Scheduled (Group 1 Activated)

Will activate relay if the lock has been programmed for Scheduled Relay
Activation (Group 1 Initiated) and a member of Group 1 has entered
their User Code within the required window.

Locked by Schedule |

Will activate relay if the lock has be locked by a programmed schedule.

Unlocked by Schedule |

Will activate relay if the lock has been unlocked by a programmed
schedule.

‘ Lockout # of Attempts Exceeded ‘

Will activate relay if the number of User Code entry attempts has been
exceeded and the keypad is locked out.

‘Ambush Function Activated ‘

Will activate relay if the Ambush Code is entered followed by a valid
User Code.

‘Any Keypress of Card Entry ‘

Will activate relay any time a key is pressed or a proximity card is
presented

‘ Relay follows Lock/Unlock Status ‘

Relay will activate when lock is unlocked. Relay power must be
provided from an external power supply. If Relay follows Lock/Unlock
Status is selected, the relay will remain activated as long as the door is
unlocked. This feature supersedes all other relay options.

Activate Relay on Door Ajar

For use with the NETWORXPANEL (see OI352). Relay will activate
when Door is found to be left open after a specified period of time (see
the Options tab and the Door Ajar feature description on page 35). If
Activate Relay On Door Ajar is selected, the relay will activate for two
seconds. With the NETWORXPANEL, see WI1855, Function 67
(features 12, 40 and 41).

Two Door Mode

For use with the Networx™ NETWORXPANEL control panel. See
0I352 for more information regarding the wireless Networx" system
and its supported features, including "Two Door Mode".
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"Programmable Features' Screen - Remote tab

This screen is used to program Remote Input Functions. Note: Remote Disabled Lock, Forced Lock Follows Remote or Forced Unlock
Follows Remote should only be used with external power to the lock. Note: These Remote Release Functions are not available for use with the

wireless Networx™ system.

Hnglammahle Features PL3000 [Briarwood Institutional 5 ervic-Utility Clozet 458)

I E3

Dptions T Felay Functions T T 4000 Series
Remote Feleaze Feature Set
Remote Releaze [Momentary) w Farced Lock Follows Remate I
Remoate Toggles Paszage Mode r Farced Unlock Follows Remate I
Remate Disables Lock. [ Remate Puts Lok In Po Comm Mode I~

Select one of the Remote Input Functions below.

Remote Release (Momentary)
Remote input is enabled and will cause the door to momentarily unlock.

Remote Toggles Passage Mode

If enabled, the remote input will toggle Passage Mode. Passage Mode
allows passage through the door without the need for a User Code.

Remote Disables Lock

Remote input disables the lock while a short is maintained across
remote input. Therefore, if a switch is used for the remote input, as long
as the switch is closed the lock will be disabled and its state cannot be
changed. As long as the switch is open, the lock will be enabled. See
WI1844 for additional information.

Forced Lock Follows Remote

Checking this box will cause the lock to lock when a short is maintained
across the remote input. The lock will remain locked until the next User
Code entry, at which time the lock will return to Passage Mode. See
WI1844 for additional information.

Forced Unlock Follows Remote

Checking this box will cause the lock to unlock when a short is
maintained across the remote input. The lock will remain unlocked until
the next User Code entry, at which time the lock will lock. See WI1844
for additional information.

Remote Puts Lock in PC Comm Mode

For use with DL-WINDOWS software. The remote input will act as User
298 or keypad Function 58. See page 8 for details regarding keypad
Function 58. Not for use with wireless Networx™ series locks or
devices.
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"Programmable Features" Screen - 4000 Series tab

These screens are used to program the Residency/Privacy options and features for the 4000 Series locks. The screens below display the DL-
Windows screen defaults (which also reflect the "out of box" factory default programming). Shown below (left) a PDL4100 ("Privacy") lock and (right)
a PDL4500 ("Residency") lock. Note: DL locks do not provide PROX access, therefore the DL lock screens do not reference PROX options.

E Programmable Features PDL4100 [Huntington Actuarial Services-Mens Restroom 3._. [HE E Programmable Features PDL4500 [Huntington Actuarial Services-Executive Mens .. [lE

Options Relay Functionz Femate DOptions Relay Functions
4100 Series - Residency/Privacy Feature Set—— 4500 Series - Residency/Privacy Feature Set——

Leave Unlocked on Exit [Passage) I Leave Unlocked on Exit [Pazzage] i "Residency" Mode

" : "
Cancel Passags on Button Press I Re5|dency —_— Cancel Pagsage on Deadbolt = (Default .for 4500
Series)
Dizable Keypad/Prox. on Button Press v “p " Mod Disable Keypad/Prox. on Deadbolt I “Pri " Mod
rivacy” Mode ) ) rivacy" Mode

P Diurat L Privacy Duration LU <

e | | (Default for 4100 se- . | =

ries)
4100 Series Locks 4500 Series Locks

PDL4100/DL4100 & PDL4500/DL4500
Privacy and Residency Features

The 4100 series locks leave the factory as "Privacy" locks, with the below "Privacy Mode" as the default program. [If you wish, 4100 series locks
can be re-programmed as "Residency" locks (see below, "Residency Mode"). The following provides basic descriptions of the two modes. For
more information, see WI1194 and/or WI1195.

The 4500 series locks leave the factory as "Residency" locks, with the below "Residency Mode" as the default program. If you wish, 4500 series
locks can be re-programmed as "Privacy" locks (see below, "Privacy Mode"). The following provides basic descriptions of the two modes. For
more information, see WI1194 and/or WI1195.

Note: Only PDL series locks provide PROX access. Although the below descriptions apply to PDL series locks, these descriptions can also
apply to DL series locks, however all references to PROX features should be ignored. In addition, the 4100 series locks have a button on the
exterior/outside of the locks, and the 4500 series locks have a deadbolt knob.

Privacy Mode (Factory Default for 4100 Series Locks):
"Privacy Mode" is designed to allow access to individuals with access codes (or PROX cards) and is typically used for rooms needing privacy
from others such as bathrooms, dorms and meeting rooms.

"Privacy Mode" initially provides a normally locked state. To enter, the user must use a User Code, key, or present a PROX card. Once in-
side, the user presses the button (on 4100 series) or throws a deadbolt (on 4500 series) that disables the keypad (and PROX card reader),
disallowing others to enter for a fixed amount of time ("Privacy Duration"). The red LED on the exterior/outside of the lock will blink—
indicating the room is occupied. When the initial user exits, the 4100 series lock reverts back to its originally locked mode, again allowing
access to any authorized users.

The Privacy Duration for the 4100 series lock can be programmed to disable User Code and PROX card access for up to 250 minutes.
When active, all User Numbers 12 and higher are disabled, and User Numbers 1 - 11 (or a key) can always override this lockout feature by
entering their User Codes and/or PROX cards. Programming: As shown in the images above, check "Disable Keypad/Prox on Button
Press (or Deadbolt)" and select a Privacy Duration (default is 10 minutes, valid entries 001-250).

Residency Mode (Factory Default for 4500 Series Locks):
The "Residency Feature" is provided to prevent a person from unintentionally having the door lock behind them when stepping outside
briefly. Typically used in retirement homes and college dormitories.

"Residency Mode" initially provides a normally locked state. To enter, the user must use a User Code, key, or present a PROX card. The
4100 series lock will then re-lock when door is closed. However, turning the handle and exiting from the inside will unlock the 4100 series
lock and set it to an unlocked state.

Any of the following will restore the lock to its normally locked state: (1) the user returns, enters, and presses the button (or throws the dead-
bolt) from the inside; (2) someone already inside the premises presses the button (or throws the deadbolt); (3) pre-programmed scheduling;
(4) entering a valid User Code, presenting a valid PROX card, or locking with a key. Programming: As shown in the images above, check
"Cancel Passage on Button Press (or Deadbolt)", and "Leave Unlocked on Exit (Passage)".
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"Schedule-TimeZone'" Screen - TimeZones Area

This screen consists of two parts--the TimeZones area (top) and the Schedule Entry area (bottom). The TimeZones area is used to program the
time the event(s) will occur, and the Schedule Entry area is used to create events that can be linked to the times created in the TimeZones area.
This page will focus on the TimeZones area. See next page for the Schedule Entry area.

—_
Al Schedule - Timezone PDI 3000 (Fdmundville Hosnital-1<t Flo (i B
Time Zx
Select TimeZone |TimeZons 1 ¥ Add Delete | Fint TimeZones PO
Time Zone 11063556 Ak
Day Gtart Stap_ Month Day of Morth_|Enable
Sun 0200 Ak 05:00 P Al All
Mon 0800 Ak 05:00 PM Al All v
Tues 0200 &M 05:00 PM Al All v
wed 0200 Ak 05:00 PM Al All v
Thurs 0800 Al 00 P Al Al v
Fri 0200 Al 00 Pt Al Al v
Sat 0200 Al 00 P Al Al
Al 0800 Al a0 Pl Al Al
[~ Schedule Entr
Clear Entry Clear All Fiirt Schedules Switch to Sched, View |
Schedule Entry |
Event User or Time |
| Mumpey |Peseription Group 10 |E¥ert Zone ﬂ
1
2
3
I
[
[
i
8
£l
10
T =

‘TimeZone ‘

Select TimeZone: Use the Selector to select the desired Time Zone.
250 maximum allowed.

Add TimeZone. Click the Add Button, the Select Time Zone drop-down
(described above) will show the additional Time Zone selection option.
If the only Time Zone available was TimeZone 1, you will now see an
option for TimeZone 2. 250 maximum allowed.

Delete

Delete TimeZone: If it becomes necessary to remove a TimeZone, first
select the TimeZone by clicking on it in the Select Time Zone window.
When selected, remove the TimeZone by clicking Delete.

Day

The Day column cannot be altered. Select the day by clicking the day
desired under the Enable column.

Start

This is the time that the TimeZone will begin for the day selected. To
select a Start time, click the mouse cursor in the Start cell for the
desired day. Highlight the entire cell to completely re-type start time, or
just highlight the section to be altered and then type in the new value.

This is the time that the Time Zone will stop for the day selected. To
select a Stop Time, click the mouse in the Start cell for the desired Day
of the week. Highlight the entire cell to completely re-enter start time, or
just highlight the section to be altered and then type in the new value.

v'Quick Tip: Copy Start Times

Highlight the Start Time that is to be copied to all other Start Times,
then click the RIGHT mouse button, the following will

appear:

Set All As Current Start

LEFT click to select. All Start times will now be set to the copied Start
Time.

J

v'Quick Tip:

Days of the Week
RIGHT click on the
Enable Column, select
which day(s) to enable

Open-ended TimeZones can be
entered by creating (or modifying) a
TimeZone and leaving the stop time
blank. This would also suppress
any other events for that TimeZone.
For example, your regular schedule
is Mon-Fri 8-5 but one of those days

Enable All Wy

Enable Sat-5un

is a holiday. Another TimeZone
Enshla ki->F could be created with the end time
Enable M4-F removed for the holiday. That

TimeZone would be used in
Enable T-TH conjunction with a LOCK event and
Disahle All

that door would stay locked for that
TimeZone duration.

from the following:
LEFT click to select
desired day(s).

v Quick Tip: Copy Stop Times A
Highlight the Stop Time that is to be copied to all other Stop Times,
then click the RIGHT mouse button, the following will appear:

Set All As Current Stop

LEFT click to select.
All Stop Times should now be set to the copied Stop Time.

All, January - December

TimeZones can be set for all 12 months of the year (Default=All), or for
specific months. To select, click mouse in Month cell, from the drop-
down menu select the desired month.

‘Day of Month ‘ Al 1-31

TimeZones can be set for specific days of the month (Default=All). To

select, click mouse in Day of Month cell, and from the drop-down list

select the desired day.

e [f a specific month AND day is selected, then the TimeZone will be
set to occur on only this specific day in the month chosen.

o [f the Month field is set to All, and a Day of Month is selected, then
the TimeZone will be set to occur only on this specific day every
month of the year.

Enable All Week
Enable Sat-5un

Double-click on the day(s) desired. If the

day is enabled, a v' will appear under the Enable M-=F

Enable column.  Right-click the Enable Enahle M-W-F

column and a small popup list appears with

additional selections (see image at right) Enable T-TH
Disable Al

‘ Print Schedules ‘

At any time, all programmed TimeZones can be printed by clicking on
the Print Schedules button.

‘ Switch to Sched. View ‘

Combines the times programmed in the TimeZone area with the events
programmed in the Schedule Entry area of the Schedule-TimeZone
screen. Results are displayed in the Schedule View screen.

NOTE: The Schedule-TimeZone screen is "Global"--when a new Time-
Zone is created, it can be used for all locks in an Account.
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"Schedule-TimeZone" Screen - Schedule Entry Area

This screen consists of two parts--the TimeZones area (top) and the Schedule Entry area (bottom). TimeZones area is used to program the time
the event(s) will occur, and the Schedule Entry area is used to create events that can be linked to the times created in the TimeZones area. This
page will focus on the Schedule Entry area. See previous page for the TimeZones area.

————
M schedule - Timezone PDL3000 (Edmundville Hospital-1st Flo =10 x|
~Time Zon

" . PDL30|
Seleot TineZone [TmeZone1 | Add | Delete | Pt TimeZonss
Time Zone 1 10:35:56 &M
| [Day Start Sty Marnth Dap of Month_[Enable |
Sun 0600 &M 05,00 M Al Al
Mon 06:00 AM 05.00FM Al Al v
Tues 06:00 AM 0500 PM Al Al v
Wed 06:00 A U500 PM Al Al v
Thus 0600 &M 0500 FM Al Al v
Fii 06:00 AM 0500 M Al Al v
Sat 06:00 &M U500 PM Al Al
Al 0600 &M 0500 M Al Al
|- 5cheduls Ent
Clear Entyy_ | Cleardll | Print Schedules Swilch to Sehed. View |
Schedule Enty |
Event Useror Time [~
Schedule Evenl oessrpion [Goerot [evem =
1
Entry Area !
3
£y
5
5
7
g
El
10
& |
w—

‘ Event Number ‘

An Event Number is assigned to each scheduled event. Up to 500
events can be scheduled for the DL3500 and PDL3000 locks, and 150
events for the DL3000. This number is displayed for reference only.

‘ Description ‘

Any text description of each scheduled event can be entered. Up to 30
characters are allowed. Displayed for reference only.

‘ User or Group ID ‘

This is the Group or User Number associated with the scheduled event.
If the event is associated with a Group, valid entries are 1 to 4. If the
event is associated with a User Number, valid entries are 2 to 2000 (or
2 to 5000 depending on model).

Note: When adding data to the "User or Group ID", "Event" and
"TimeZone" columns, all three columns must be completed at one time.
For example, if data is selected in only two columns for one event, and
the third column is left blank, all information for the event will be
automatically deleted.

These are the events which will affect the associated Groups or Users
at the time and the duration specified in the Schedule-TimeZone
screen.

The events are:

(Blank)

Unlock

Lock

Disable Group

Enable Group

Disable User

Enable User

Passage Mode by Grp1-Open Window
Relay Activation by Grp1-Open Window
Enable Group 4 by Grp1-Open Window

Note: When adding data to the "User or Group ID", "Event" and
"TimeZone" columns, all three columns must be completed at one time.
For example, if data is selected in only two columns for one event, and
the third column is left blank, all information for the event will be
automatically deleted.

TimeZone

Click in the cell and use the drop-down menu to select the TimeZone
number you wish linked to the schedule entered.

Note: When adding data to the "User or Group ID", "Event" and
"TimeZone" columns, all three columns must be completed at one time.
For example, if data is selected in only two columns for one event, and
the third column is left blank, all information for the event will be
automatically deleted.

Clear Entry

To clear all items programmed, highlight the line to be cleared (click on
the column to the left of the Event Number column), and then click
Clear Entry.

Clear Al |

Clears all scheduled entries.

‘ Print Schedules ‘

At any time, all programmed schedules can be printed by clicking on
Print Schedules.

‘ Switch to Sched. View ‘

Combines the times programmed in the TimeZone area with the events
programmed in the Schedule Entry area of the Schedule-TimeZone
screen. Results are displayed in the Schedule View screen.
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"Schedule View'" Screen - Program Field Definitions

The Schedule View screen combines the times created in the Schedule-TimeZone screen. The Schedule View screen displays schedules (with
their event time information) listed in separate rows. In addition, schedules received from locks are viewed only in the Schedule View screen.

M schedule View PL6100 (Hunterdon Hospital-Doctors Lounge) M= E3
Schedule Yiew
Event |Dayof Day of + Userar [
Humber Mnith i Wévek e Bt Group
7
2
3
1
]
B
7
g
]
10
1
1z
13
14
15
16
17
18
iE]
20
T -
T e hl ] pint | Dose |

Notes on the Schedule View screen:
The Schedule View screen is defaulted as a read-only screen. Editing events from this screen is not recommended.

Note: If a lock with a program created through keypad programming is uploaded, it can only be viewed or altered through the Schedule View screen, not the
Schedule-TimeZone screen. Before any downloading can be performed from the Schedule View screen, select Send Schedule from Schedule View
option in the Options dialog.

An Unlock Schedule Entry using a Start & Stop Time Zone will create a START Unlock and STOP Lock time in the Schedule View screen.

Creating Schedules is a 2 step process:

Step 1: First set the time the event will occur in the TimeZones section of the Schedule-TimeZone screen.
Step 2: Select the scheduled events in the Schedule Entry area of the Schedule-TimeZone screen.

TimeZones are typically based on shifts, regular business hours or other similar requirements. These TimeZones will be used to enable/disable Users
by individual User or Groups of Users in the Schedule Time screen. By default, DL-Windows creates a default TimeZone which selects all 7 days of the
week, from 8:00 AM to 5:00 PM.

‘ Event Number ‘
An Event Number is assigned to each scheduled event. This number is

displayed for reference only. This is the Event entered in the Schedule Entry area of the Schedule-
TimeZone screen.

‘ Day of Month ‘ ‘ u G ‘
ser or Grou
This is the Day of the Month enabled in the TimeZone area of the P
Schedule-TimeZone screen. This is the User or Group that was entered in the Schedule Entry area

of the Schedule-TimeZone screen.

This is the Month entered in the TimeZone area of the Schedule- Clear All

TimeZone screen. Clears all scheduled entries.

‘ Day of Week ‘

This is the Day of the Week entered in the TimeZone area of the At any time, all programmed Schedules can be printed by clicking Print.
Schedule-TimeZone screen.

‘ Close ‘

This is the time entered in the TimeZone area of the Schedule-
TimeZone screen.

Click to close the Schedule View screen.
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"Options" Screen - Program Field Definitions

The Options screen allows you to select Account and DL-Windows preferences.

— Administrative Optiohs
[~ Send Schedule fram Schedule View
— Global Users Custom Field Label Marme

|Custom Field - Set in Options Screen

r Global Ambush Code

Set Global Ambush Code [2 Digits All Locks)

— Options
¥ Open Event Log Yiewer on Receive
¥ Show Global Reference Numbers
"StartUp Screen

[ Scheduls Entry
[ Schedule Yiew

[~ Event Log Yiewer
[~ Features

¥ Use AmbushCode f33

— Language Support
Select Language ;

[Englsh

~

—Working Directory
Current Selected Path:

|CADLwindawsh

Set Working Directary

r Select the Grid Colors for all Grid

Set Header Backealor | [~
Set Header Tewt Color | [
SetGrdBackeolor | [T
| -

Reset Grid to Default Colors |

I Text Color

I Text Color

Set Grid Text Color

Send Schedule from Schedule View (supervisory) ‘

When schedules are received from locks into DL-Windows, they can
only be viewed in the Schedule View screen. Because edits can be
made directly in the Schedule View screen (see above, "Disable
Editing in Schedule View (supervisory)", it is convenient to send
Schedule information directly from the Schedule View screen back to
the lock directly. To allow the ability to update the lock from the
Schedule View screen, check this box. To enable password, select
Options, Password Setup, Supervisor Password.

Global Users Custom Field Label Name

This editable field controls the label name of the Custom Field (located
under the Pin No. field in the Global Users Screen). Type up to 15
characters. Once this field is changed, the text of the label remains
identical for all locks in all Accounts.

Global Ambush Code

A 2 digit code which will activate the auxiliary relay if entered before a
valid User Code, and is the same for all locks in the Account. You must
also select Ambush from the Relay Function List. Uncheck the box to
disable the Ambush code (as shown).

‘ Language Support ‘

Select the language that will populate all DL-Windows screens from the
drop-down list.

‘Working Directory ‘

Select the directory in which all DL-Windows files will reside.

‘ Open Event Log Viewer on Receive ‘

When checked, allows the Event Log Viewer screen to open
automatically after receiving data from a lock

‘Show Global Reference Numbers ‘

The Global Reference Number can be hidden from view. A Global
Reference Number is used within the Global Users screen and simply lists
all potential Users within an Account. DL-Windows keeps track of each
"Global User" listed in the Global Users screen by use of the Global
Reference Number. The number acts as an internal designation only.

StartUp Screens

Selected screens will automatically open upon double-clicking a
selected lock in the Account Tree field.

Select the Grid Colors for all Grids

Allows you to personalize the colors of grids and header background
"backcolors" and the accompanying text. Click Reset Grid to Default
Colors to change the selected colors back to their default factory
settings.
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Exporting and Importing Data

Exporting Data

Tools > Export Active Account to CSV
This feature exports all User data from a DL-Windows
Account and saves the data to a .CSV (comma separated
values file) file. The .CSV file can then be imported into
another Account using DL-Windows.

Click Tools, Export Active Account to CSV on the menu
toolbar to export data. For each .CSV file, each line in the file
is one entry, and the fields in each entry are separated by
commas. Exported .CSV files will be placed in the C:\DL-
Windows\Export folder.  When the Account has been
converted to a .CSYV file, the following popup appears:

Completed Export

\]::) The Account Export Completed Successfully!

‘four File is Located in C:\DL-Windows\Export
Mamed: Hunterdon Hospital . csv

Note: Two Files will be placed in the Export directory:
e Acct3.csv - The exported file, in a comma delimited format.

e Acct3.log - The error log file. If populated, this file will
reference the line number of the error in the .CSV file.

Importing Data

The Tools > Import CSV File menu contains two import utilities
to allow you to combine Users from one Account with another
Account.

Before using either Import utility, first open the Account to which
the data will be imported. If the Account does not yet exist, a
new "test" Account can be created if desired. Next, transfer the
files to the computer where the Accounts are to be restored and
place the files in the DL-Windows Import directory (typically C:
\DL-Windows\Import).

Tools > Import CSV File > Import CSV File From DL-Windows
This feature imports a .CSV file (comma separated values
file) created by the DL-Windows Export Active Account to
CSV menu option (see "Exporting Data" above).

Note: If any Users exported are not wanted, you can open
this file in Excel and delete the unwanted entries (always
delete the entire line and not part of a line).

Irmparting Global Users

Tools > Import CSV File > Import CSV File From Excel
This menu selection allows you to import a .CSV file that was
created in MS Excel and saved as a .CSV file. To create the

Excel file, open Excel and populate each cell as follows:

Cell A1 = First Name

Cell B1 =Last name

Cell C1 = Address

Cell D1= City

Cell E1= State

Cell F1= Zip Code

Cell G1 = Telephone

Cell H1 = Variable Custom Field

To export the file from MS Excel as a comma separated values
file, click File, Save As..., then in the Save as type: pull-down
menu select CSV (MS-DOS) (*.csv). Note: Unused cells must
be left blank.
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Transferring Account Files Between PC's

We recommend using a USB drive flash memory card when
transferring DL-Windows Account files from one computer to an-
other. To ensure a successful transfer, both computers must
correctly operate with USB drive flash memory cards before per-
forming this procedure. DL-Windows must not be running on
either system. Note: The Tools, Import a Single ADF Ac-
count File menu feature used in the procedure below is only
supported by DL-Windows versions 3.5.5 and greater.

Account files exist in pairs:
e Acctx.Adf is the Account file
e Acctx_Log.adf is the Event Log for the Account file

In the example that follows, the names Acct2.adf and
Acct2_Log.adf are used. Note that some Windows systems are
not configured to display file extensions (you may only see Acct2
and Acct2_Log -- this is OK. Please proceed as if the file exten-
sions are displayed.

At the source computer (from which you want to transfer the DL-
Windows Accounts), open Windows Explorer from the Start,
Programs menu. Locate the DL-Windows installation folder (if
you selected the default folders, look in "C:\DL-Windows").

Highlight the Account files you wish to transfer (hold down the
"Ctrl" key and click on each file). Right-click the highlighted files
and click Copy (see image below).

@ C:\DL-Windows

Edt View Favorites Took Hep | &

Qeack v O v | Dsearch [ Folders | B~

Adoress [ CADL-Windows BICES
Folders x EEXF’O“
Import
4 3v2Floppy (89 =l Sorignal ries

% Local Disk (C2)
[C3 CompChecker

|2 acct1.adf

lf

{3) DECCHECK
= el
y |4 Acctlistadt  2PeM
E R 8] 41300011 New
s oltiios L DLWIN32exe
13 Export & mportapp.ex Soan for Viruses
i mport — &) anguagemd  Open With
{2 Original Files [l Proxiriini UtraEdit-32

{53 Documents and Sett | X ProxReader.o B add to archive...

) ovoRp B add o 'DL-Windows.rar"

(53 D*90SCK B Compress and email

£ Garmin & Compress to "DL-Windows.rar" and eme
15 Inetpub G wingp

[ Linksys Criver SendTo

{5 MSDN

[ Net app cut

(53 NVIDIA =
< | »

Copies the selected items to the Clpboard, To put them in

Create Shorteut
Delete

Locate your USB drive in the left hand pane of the Windows Ex-
plorer window. Click to select the USB drive, then right-click in
the right hand pane and click Paste (see image below).

Fle Edt View Favorites Tooks Hep ‘i’

©Back ~ O ~ ¥ | P Search [ Folders | v
Address [ £\

ge

|efacctZ Adf

Folders
| Acctz_Log.adf

» | %

' My Computer

b 392 Floppy (A1)

[ Local Disk (1) View >

5 DVD Drive 0 I —

E CO-RW Drive (E2)
Refresh

e USB DISK (1)
G' Contrel Panel Paste

Arrange Icons By v

12 Moble Device
‘3 My Metwork Places
# Recycle Bin
{5 keymaster
123 NetLink Server
(53 pProject
{3 PsTools
{5 Screen Shots
{23 Tem Flash Drive
153 Top Menu
(23 vB Downloads
1533 WMI_Execute

Paste Shorteut
Undo Copy ctrlvz

New >

Properties

Remove the USB drive from the source computer and connect it
to the target computer. Similar to the previous steps, at the tar-
get computer, open Windows Explorer and locate the USB
drive. Highlight the Account files to transfer, right-click and se-
lect Copy. Locate and click to highlight the DL-Windows folder.
Right-click in the right hand pane and click Paste.

Launch DL-Windows. Click Tools, Import a Single ADF Ac-
count File (see the image below). Note: The word "Single" in
the menu refers to both Account files that were copied.

Manage Users
Set Secuity Password
EdtLanguage s

Comm Port Setup and Test

Import CSV Fie:
Export Active Account to CSV.

Backup Accounts.
Check For Ambush Code Corfile.

Compact and Repair DataBase

e s [ [0 [zeeM

Click Yes to the import question and an Open file dialog box ap-
pears:

x|
Lookjn: |3 Import > ~BEoE
adif]

2] acctz_tog.adf

File name: [aco.ack =l Qpen |

Files of type: [ADF Files (adi =l Caneel

[~ Open as read-only
YA

Although both files that were copied appear, only select the
Acct2.adf file and click Open. The Name Account dialog ap-
pears (see below image) requesting a new name be created for
this new Account.

Name Account

Enter Mew Account Description

Cancel

x|
_ cancel |

INeW Account

Click OK to complete the import process.

DL-WINDOWS™ V4.0 USER'S GUIDE

45



"DTM 3 Support" Screen - Program Field Definitions

The DTM Support screen is used to configure an AL-DTM to transfer data to or from multiple locks.

v'Quick Tips:

A 0TM 3 Support(Belmont Subsidiary)
DTM Configuation: [ DT Canlig 1 =]  AddDTM Config | Clear DTH Cortig | Dekete DTM Caniia

=10l

RIGHT click on the DTM

DTM Conhig 1

I For every new lock that is added, the

Function column, and select

. . Lock ID | Lock Mame
desired action:

= DTM screen will automatically use the
Selected ﬂ

DT Func i i
unction next available Door Number in the

Erntrance

selected DTM Configuration. For

Change All Recieve Log
Change All Send Program to Lock

example, in the screen image at left,

Change All Recieve Prograrm from Lock

the next lock that will be added (for

Change All "Send Program to Lock” if Selected

"DTM Config 1") will be Door Number
2.

Change All "Recieve Program from Lock" if Selected

1
2
3
1
Change Al "Recieve Log" if Selected g
[
7
g

In addition, if you select Clear DTM

Config while in "DTM Config 1", all

RIGHT click on the Selected 1z

locks will automatically be reloaded to

column, select desired action. 13

their default door number. If you have

= existing DTM configurations and locks

Select All

assigned to these locations, the

Program DTM for Selected Locks

UnSelect All
Invert Selection

Receive Data From the DTM for
Selected Locks

DTh Option:
’VF Set Lock Clack

system WILL NOT OVERWRITE
them, unless you select "DTM Clear
All". All other configurations are left

Baudrate [S7600 =
Data Retention Time  |Forever  *

alone and not handled in this manner.

DTM Config

Press drop-down menu to select and display DTM Configuration.

'Add DTM Config
Click to add additional DTM configurations.

Clear DTM Config

Click to clear the selected DTM configurations.

Delete DTM Config |

Click to delete the selected DTM configurations.

Identification of each door with a specific number. The LockID is used to
identify the lock to the DTM, ensuring that the correct programming is
matched to the correct lock. No longer entered through AL-59. See also
Glossary entry "LockID").

‘ Lock Name ‘

Displays the name used when the lock was first entered in the DL-
Windows Account.

‘ Master Code ‘ (Display only)

Displays the Master User Code of the lock that was initially programmed in
the Global Users screen. This Master Code must match the Master Code
programmed in the lock. Note: This field is for display only.

‘ DTM Function ‘

Select which of the following functions the DTM will perform when
communicating with the lock:

Receive Program from Lock
Send Program to Lock
Receive Log

If checked, DL-Windows will configure the DTM for the operation
programmed or transfer data for the locks selected. To enable, double-click
in the Select column for the Door Number desired, and a v* will appear.

‘Send All Locks To DTM |

Click to send all lock configurations to the DTM.

‘ Send Selected Locks To DTM ‘

Click to send only those selected lock configurations to the DTM. (A check
(v) appears in the Selected column for all selected lock configurations).

‘Transfer All Locks From DTM ‘

Use this button after the AL-DTM had valid data loaded from the lock.
Data will be received from all locks that have been selected in the DTM
Support screen.

‘Transfer Selected Locks From DTM ‘

The DTM Support screen will receive data from only those locks that
have been selected (A check appears in the Selected column).

‘ Set Lock Clock ‘

If selected, the software will reset the lock’s clock each time data is
transferred.

‘ Data Retention Time ‘

The AL-DTM goes into a Power Saving Mode after 10 minutes of no activity.
The AL-DTM will remove all power after the time specified in this field.
Although all AL-DTM data will be lost after a power down, this will only affect
Send Program to Lock, not Receive Log or Receive Program configurations.
Possible selections are: Forever, 1 Day, 7 Days or 40 Days.

The Baudrate specifies the rate at which bits are transmitted from (or to) the AL-
DTM. Selections are in bits per second. DL-Windows can be configured to
communicate at baudrates between 9600 and 57600 bits per second. The
Baudrate selection field is only used with the AL-DTM and can be lowered in case
of communication trouble. Note: Some USB Adapters do not support all baud
rates.
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AL-DTM Specifications

AL-DTM - Data Transfer Module

Data Transfer Modules allow the transfer of lock programs and other data between DL-Windows
software and Alarm Lock locking devices. Currently, the latest software inside Alarm Lock’s Data Transfer
Modules is AL-DTM-III, and this version software (or later) is used exclusively with DL-Windows 3.5.X (or
later). Previous versions of DTM software exist; the oldest AL-DTM version is no longer supported, and the
AL-DTM-II version must be upgraded and/or configured for AL-DTM-III operation (see WI1428 for upgrade
instructions, or W11443 for AL-DTM-III configuration instructions.
;:ﬁ'_..!._l, The improved AL-DTM-III software allows for more locks to be stored per account, both within DL-
" Windows and within the AL-DTM-III itself.

AL-DTM-III Features
AL-DTM Basic Modes of Operation
o Expanded Memory Capabilities

« Allows for accounts of up to 2000 doors 1. PC-COMM Mode o
e Can hold up to 200 PDL3000 / PDL3500 model (DL-Windows/AL-DTM Communications)
locks, or up to 1000 DL3000 / DL2800 model locks. e Transfer multiple lock programs from DL-Windows
e Receive Event Logs of up to 5000 lock events. to AL-DTM
e Full programming support--Send/Receive all 2000 ¢ Receive multiple lock logs or lock programs stored
Users for PDL series locks. in the AL-DTM back to DL-Windows

e Foreign Language Support* 2. LOCK Mode

e Door Select Feature* - The need to program a door (AL-DTM/Lock Communications)
number into the lock--before AL-DTM/Lock
communication--is no longer required. Simply select ¢ Tran.sfferl Ioka program from the AL-DTM to a
the door number on the AL-DTM and proceed with spectlic loc

h fer.  (The AL-DTM h ¢ Receive specific lock log or program from the lock
the transfer. (The cannot change door back to the AL-DTM

numbers).
» "Cold Start” Capability* - Clear all data from Note: Transferring Event Logs (from the AL-DTM or DL-
memory without removing the battery. Windows to the lock) is not possible. Event Log data is

read only.
* See page 25 for AL-DTM configuration options.

AL-DTM Specifications

Power | (1) 9 Volt Alkaline Battery--Duracell
Requirements: MN1604 or equivalent

Battery Life: | Standby Mode: 60 Hours
Sleep Mode: 1 Year

Operating Temperature: | 0 - 49°C (32-122°F)

Dimensions: | 7.5” x 4" x 1.5 (Hx W x D)
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Compact and Repair the Database - Backup Accounts

Compact and Repair DataBase

Maintaining the DL-Windows DataBase is accomplished via the
Tools menu. You can export, import and compact/repair the
Account information contained in the DataBase.

Maintaining the database on a regular basis will reduce the size
of the database and improve the reliability of communications
between the lock and DL-Windows. Click Tools, Compact and
Repair DataBase on the menu toolbar and the utility will
immediately begin to function.

Compacting Account Files.

While the DataBase is compacting/repairing, the above
indication notification appears, followed by the below popup
when the utility is complete.

DL-'Windows E

@ Compact Complete

If database errors occur within Accounts, click Tools, Compact
and Repair.

Backup Accounts

To ensure that your Account data is not lost, you can back up
all of your Accounts into a single folder.

On the DL-Windows main screen, click Tools, Backup
Accounts, and the Backup Accounts dialog opens (shown at
right), allowing you to select where DL-Windows will copy all
Account database files; click to select an existing "Backup"
folder (or check the Create New Folder checkbox to generate
and name a new folder).

Click Save to continue with the backup, click Cancel to exit
without initiating the backup procedure.

To restore your data, simply copy and paste the backup files
into C:\DL-Windows.

Backup Accounts

3 Documents and 5 ettings
£ DBlock. MAPCOPDLC

[ _Initial_ Release

CACARS

[L1 Classical

(L3 Currently_Feleased_and Printed
[ For_Mext_Release

[T Create Mew Folder

Save Cancel
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Foreign Language Support

On the toolbar, click Opt and the Options dialog opens (see  From the toolbar click Tools, Edit Language's. The Language
below).  Additional languages are available in the Select Translation screen will appear.
Language drop-down menu. Select the desired language.

E Language Translation E
English Phraze :
~ Admiristrative Optiorr  Oiptinr, [File English
[~ Send Schedule from Schedule View [ Dpen Event Log Viewer on Receive Add L
I anguage————— |
™ Show Global Liser ID's [ Englich Car?nOt be

- Glabal Ambnush Code —————————————— || Giarilp Screen Find Phrase No:[ taiian Edited.

Set Global Ambush Code (2 Digits 41l Locks) I~ Scheduie Enty I EventLogViewer (L] =SS R

™ Use AmbushCode ~ [~ Schedule View I~ Features Select Language To Translate to:
— Language Support  Select the Grid Colars for &l Grids——————————————— Iltalian j Type in Language Below:

Select Language : Set Header Backeolor o .

T e _EdiMose: | R |
Set Header Text Calor - Type Translated Phrase below: Add Language I Femove Language I
—Working Director Set Grid Backcolor I -
Current Selected Path: Tex! Color Ik‘F"e
A Set Grid Tewt Color | [
[CADL Windowsy
Previous Phraze | Mext Phraze | Cloze |
Sel Working Directory | Rest Grid to Default Colors |
Cose | Edit an existing language by selecting the language from the

drop-down menu. Click Edit Mode and the text field will
change from RED to GREEN and read “ON”. The languages
available in the example shown above are English and Italian.

You must close and restart DL-Windows for the language The phrases to be translated are numbered starting at 1000.

changes to take effect (press OK to close the popup, shown

below). To find and edit a specific phrase, type the phrase number into

the Find phrase No: field and press ENTER on your keyboard.

DL Windows =]

@ *our language change will take effect after you restart DL Windows.

Adding Support for a New Language

DL-Windows will now display in the new language (ltalian inthe | the Language Translation dialog (below), Edit Mode must
below example). be set to ON in order to add a new language. Enter the name
of the new language into the Type in Language Below field
and click Add Language.

[ &dministrative O ption: Opzioni

[™ Iwis pragramma da visualizzazions programma ¥ Apii visualizzalore di egistia eveni alla ricezione [ Language Translation [ x]
[~ Show Global User ID's . .

.. IS i

Codice agguata [2 o) I Imissione proganma [~ Yesalezsisred [Eie

aistio event
I 2510 Undefined [ = [ pizuaszezone I~ Easiefiche T — Add Language
: Engish

L Select the fGrid Colors for all Grids —— l— Jtalian

Seleziona lingua Set Header Backealor Select L ToT late b

IW elect Language 1o | ranslate o

Italar .
Il Set Header Test Color | [ [iafin HlE
- Directary in furzior St Grid Backcolor I
Tent Color Edit Mode: - I

Cunent Selected Path:
YRy Set Grid Text Colar - Type Translated Phrase below Add Language: I Remave Language I
[ — | et BT B e | [eFie

Previous Phrase Mext Phrase Close |
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1.

Advanced Programming (Holiday Example)

Follow the steps below to download a schedule with
suppression (an exception that "suppresses" the general rule).

Enter the time for which the event is to be scheduled in the
top (the TimeZones area) of the Schedule-TimeZone
screen. In the example below, a general daily unlock event
is programmed to occur every Monday - Friday from 8:00
AM to 5:00 PM ("TimeZone 1").

EScllednle Entry
- Time Zon
z

add | Dekte | Pint TineZones |

Select TimeZane

Time Zone 1 10:56:35 AW |
Day Star Siop Maonth Day of Month_|Enable
Sun 08:00 &M 0500 FH A Al
Man 0300 AM 0500 FM Al Al v
Tues 08:00 AM 05:00PH Al Al v
Wed 0300 AM 5.00FM Al Al v
Thurs 0B:00 &M 0500 FH Al Al v
Fi 0300 AM D500FPM Al Al v
Sat 0500 &M 05.00FH A Al
Al 03:00 AM 05:00 PH Al Al
G chedule Ens
Clea Entiy Cleardll | PintSchedules | SwichtoSched View |
Schedue Eriry |
Evert User or Tine |~
__ | Mumber Descriplion Group D 2t Zong :’
T
2
3
a
5
B
7
8
3
1
i [

2. Now add a second TimeZone to create an exception to the

first general unlock event, adding the days when the lock
should remain locked. In the example shown below, the
lock will remain locked on the 4th of July. Click the Select
TimeZone pull-down menu and select "TimeZone 2". Then
click within the Month and the Day of Month fields, and
select from the drop-down boxes in each field to change.

M schedule Entry o x|
i Time Zorm
Select TimeZone |{NG Add I Delete | Brint TimeZones |
Time Zone 2 11:05:52 AM ]
Day Start Stop Manth Day of Month_[Enable
Sun 0500 £M 0500 FI Al Al
HMon 05:00 M 05:00 PM Al Al
Tues 05:00 M 05:00 PM Al Al
Wed 05:00 M 05:00 PM Al Al
Thurs 05:00 &M 05:00 P Al Al
Fi 02:00 M 05:00 P Al Al
Sat 02:00 &M 05:00 P Al Al
Al 0500 M July ] v
—Schedule Entr
Clear Entry Clear Al Piint Schedules | Switch to Sched. View |
Schedule Entiy |
Ewvent . User or Time |~
| Mumber Description Group 1D Event Zone ﬂ
1 Daily Unlock, UnLock 1
2 July dth Exceplion Lack 2
3
4
5
3
7
g
E]
0
E =l
1Gl T 1
FM A
Ty =
Al 7“\
] . . .
([ _em o - In this example, click in the
il
_K';h — Month field and select the
EEoie  fifo — month from its drop-down
0" pr— list.
Aug
Sept
Oct
Nowv "
Dec —

In the lower part of the Schedule-TimeZone screen (the
Schedule Entry area) add the daily unlock event in Time
Zone 1 by clicking in the first row and the TimeZone column.
Select TimeZone number 1 from the drop-down list. Finally,
add the suppression for July 4th in Time Zone 2.

r~ Schedule Entr
Clear Entry Clear All Frint Schedules Switch to Sched. View |
Schedule E ntry

Event . Lser or Tirne: ;I
|| Humber Description Group ID Event =

1 Daily Unlock UnLock T )

July 4th exception Lock ( E = >
A

Click your mouse in the
field and select from the
drop-down list

I 1 =

| oo|~|m| ||l

=

4. (Optional) Click Switch to Schedule View to view the

schedule. If pre-existing events or schedules were
programmed, a warning popup will appear.

o-wndos 5
2

Are you sure you want to open Schedule View ?
All Previous Data Will be Overwritten.

Click Yes and the Schedule View screen appears.

E Schedule View PDL3000 (Edmundville Hospital-1st Floor Storage)

=1oi]

Schedule View

Ewent  |Day of
Humber_|Month Clesdla

1 Al All Mor-Fii

Useror | a]

Group

[rap of

g Tirng Event

08:008M  |UnLock

Al All ton-Fri 05:00PM  |Lock

04 Jul Al 08:00AM  |Lock

Frint Cloge |
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Advanced Programming--Group 1 Activated Events

It is convenient for large numbers of similar Users to be grouped together. Placing Users into Groups (by assigning them specific User Numbers) allows
large numbers of Users to be controlled all at once rather than individually--saving time. In the following examples, Users who are members of Group 1 are

allowed to activate special lock features or other Groups of Users.

Group 1 Member Activates a Relay

This feature allows for a "window of time" to be created where if any
Group 1 User Code is entered within the programmed "window", a relay
will be activated for 2 seconds. This relay can be used with a burglar
alarm control panel that has a key switch disarm option. If a Group 1
User does not enter their User Code during the specified "window", this
feature remains inactive. This feature corresponds to keypad
programming Functions 90 and 91.

Note: The alarm panel will have to be armed at night by the User or by
an automatic schedule function of the alarm panel.

1. Connect terminals 5 & 6 (blue/yellow wires) to a burglar control
panel with switch input for disarming.

2. Program a User that is a member of Group 1.

3. Program the Relay (Group 1 Activated) as a Relay Function in the
Programmable Features window. Click Feat on the DL-Windows
toolbar an select the Relay Functions tab. Check the box marked
Scheduled (Group 1 Activated).

=10l x|

4000 Series

[ Programmable Features PDL3000 (Huntingdon Hospital-Te
Opticns Relay Functions | Remote )i

Remate Input While Enabled

Fielay fallows Lock/Unlack Status r
Femote Input While Disabled Actiyate Fieley on Docr Afer Il
Failed Entry Attempt

Disabled User Entered Cade
Autherized Entry

Scheduled (Group Activated)
Locked by Schedule

Unlocked by Schedule

Lockout # of &ttempts Exceeded

Ambush Function Activated

i o o e N X A i e B B

Ay Keypress or Card Entry

4. Using the Schedule-TimeZone screen (below), in the Schedule Entry
area, select Relay Activation by Grp1-Open Window in the Event
column. If any Group 1 User Code is entered during the programmed
"window", the relay will close for 2 seconds. Note: Only 1 relay closure
will occur--even if a second Group 1 User Code is entered.

A schedule - Timezone PDL3000 (Huntingdon Hospital-Technical P — =] %]
r~ Time Zon
Select TimeZone | Time Zone 1 ™ Add | Delet= | Print TimeZones |
Time Zans 1 11:47:41 AW |
Day Start Stop. tanth Day of Month |Enable |
Sun 05:00 AM 05:00 PM All All v
Mon 08:00AM 05:00 PM Al Al v
Tues 05:00 AM 05:00 PM All Al v
Wwhed 0200 AM 0500 PM Al All v
Thurs 08:00 AM 05:00 PM All All v
Fri 05:00 AM 05:00 PM All All v
Sat 08:00AM 05:00 PM Al Al v
All 05:00 AM 05:00 PM All All
i~ Schedule Entr
Clear Entiy I Clear &l I Print Schedules Switch ta Sched. Yiew |
Schedule Ertry |
Event . User or Time |+
| umber_|Pesstiption Group D[ E7eT Zone :I

Group 1 User Activates Relay Relay Activation by Grp1-Open 'Window 1

0| 0o |~ | e 4= 0| m2

=

=

5. Create the "Relay Activation window" in the TimeZones area of the
Schedule-TimeZone screen (above). In this example, program a
"window" at 8:30AM to 10:00AM, Monday to Friday. The relay will
close, one time only, when a member of group 1 enters their User
Code between 8:30AM and 10:00AM.

6. Click Switch to Sched. View

i
Scheduls Yiew

Event |Day of Day of Useror [~
[ LA 3 Rl Broup B
1 ] Al ] 05.00 AW | Felay Activation by Grpl-Open window

2 Al Al Al 05:00 PM | Relay Activation by Grpl-Close ‘Window

3

!

5

B

7

8

El

10

1

12

12

14

15

16

17

ikl

149

20

21 LI

‘ FPrint Close |

Other Group 1 Activated Events

Like the previous example, other Group events can be programmed in a
similar manner. Here are two examples:

Group 1 User Enables Group 4 Users

Note: This feature corresponds to keypad programming Functions
92 and 93.

1. Using the Schedule-TimeZone screen, in the Schedule Entry area,
select Enable Group 4 by Grp1-Open Window in the Event
column. Next, create the "Enable Group 4 window" in the
TimeZones area of the Schedule-TimeZone screen. This will
allow any Group 1 User to enable Group 4 Users, if a Group 1 User
Code is entered within this programmed "window".

2. Program a Group 1 User and a Group 4 User.

"Window" Example: Open window at 7:00AM and 8:30AM. Group
4 will be enabled when a User in Group 1 enters their User Code
between 7:00AM and 8:30AM. Group 4 Users will have to wait
outside the lock until a Group 1 User arrives to enable their User
Codes. If a Group 1 User does not arrive between 7:00AM and
8:30AM, Group 4 will not be enabled.

Group 1 User puts lock in Passage Mode

Note: This feature corresponds to keypad programming Functions
88 and 89.

1. Using the Schedule-TimeZone screen, in the Schedule Entry area,
select Passage Mode by Grp1-Open Window in the Event column.
Next, create the "window" in the TimeZones area of the Schedule-
TimeZone screen. The lock will unlock (enter Passage Mode) when
any Group 1 User enters their User Code during the programmed
"window".

2. Program a Group 1 User and a Group 4 User.

Note: Passage Mode will be maintained indefinitely unless disabled
each night by using keypad Function 46 or by scheduling a lock
closing.

"Window" Example: Program a "window" at 7:00AM and 8:30AM.
The lock will unlock when a User in Group 1 enters their User Code
between 7:00AM and 8:30AM. If no Group 1 member arrives
between 7:00AM and 8:30AM to enter their User Code, the lock will
stay locked all day.
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AL-DTM Communications with the PL3000 locks

Function Card # 2

Initiates AL-DTM Communications (User 299)

The AL-DTM can be used to transfer Lock Programs (and other data) between DL-Windows and PL3000 locks. When
computers cannot be transported or when electrical power is not available, the hand-held AL-DTM acts as a go-between--
it allows the transfer of lock data from your PC (through the AL-DTM) to the lock, or in reverse (from the lock through the
AL-DTM back to your PC). Requires an AL-PCI2 cable when transferring from your PC to the AL-DTM. A double-ended
mini banana plug connector is used when transferring data from the AL-DTM to the PL3000 lock(s) (see page 4 for de-
tails).

Function Card #2 initiates communications. Note: Function Card #2 does not unlock the PL3000.

Important: All PL3000 locks arrive from the factory configured as Door #1. If the PL3000 lock data inside the AL-DTM is
associated with a door number OTHER than door number 1, you MUST select the door number in the AL-DTM before
transferring data to the lock. This will ensure that the proper data inside the AL-DTM will be matched to the correct lock.
The procedure below describes this process: Note: The AL-DTM must be configured for Door Select Mode.

SEND PROGRAM TO LOCK (THROUGH THE AL-DTM)

1. Send Lock Program from DL-Windows to the AL-DTM, "Send Program to Lock" by connecting the AL-PCI2
cable (or AL-PRE) to the AL-DTM.

2. Connect the AL-DTM to the Lock. Connect the double-ended banana plug into the AL-DTM and into the lock
that is to be programmed (observing proper tab direction).

3. Press the Green Button on the AL-DTM until the AL-DTM displays the following:

LOCE MODE

YES M1 | Press and release the green button (answer NO).

4, The AL-DTM will display the following:

Press and release the left black button (answer YES).

5. Using the black keys, change the "CURRENT DOOR" value until the door number is reached. If the door number
is 8, the AL-DTM will display the following:

ek e

Press and release the green button (answer SET) to lock in the desired door number.

6. The AL-DTM will display the following:

] M

Press the left black button (answer GO).

7. Present Function Card #2 to the lock. The AL-DTM will display the following:

Do B2, el ing
FEM Packet G

Packet Numbers will go up until all packets have been transferred to the lock. The Lock will continue to beep while in
communication with the AL-DTM.

8. At the end of the transfer process, the PL3000 will sound a series of beeps. You can disconnect the AL-PCI2
cable. The following will display:

(Current date and Time) (Current Memory Status)

9. Test New User Cards. Verify that each new user Card allows access when presented to the lock. Test each
lock that has been programmed. To receive information from the lock to the AL-DTM, see next page.
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AL-DTM Communications with the PL3000 locks (cont'd)

IMPORTANT NOTE:

LOCE MODE

NES i

The AL-DTM displays the following:

Door 82, Receiuving
FEM Packet 515

while in communication with the AL-DTM.

cable. The following will display:

When programming is sent from DL-Windows (or an AL-DTM) to the lock, Function Cards 1, 2, 8, and 9 will be overwritten

with the existing data in DL-Windows for the User Locations 298, 299, 297 and 300, respectively. Therefore, to continue to
use Function Cards 1, 2, 8 and 9 that were enrolled at startup with DL-Windows, be sure to enroll those same Function

Cards 1, 2, 8 and 9 used at startup into the correct locations within DL-Windows.

RECEIVE PROGRAM FROM THE LOCK TO THE AL-DTM

DL-Windows must be first used to instruct the AL-DTM to "Receive Program From Lock" via the DTM Support screen.
This way, when the AL-DTM is connected to the PL3000 lock, the AL-DTM will perform the correct operation.

1. Connect the AL-DTM to the Lock. Connect the double-ended banana plug into the AL-DTM and into the lock
that is to be programmed (observing proper tab direction).

2. Press the Green Button on the AL-DTM until the AL-DTM displays the following:

Press the left black button (answer YES).

3. Present Function Card #2 to the lock. The AL-DTM will display the following:

Packet Numbers will go up until all packets have been transferred to the AL-DTM. The Lock will continue to beep

4. At the end of the transfer process, the PL3000 will sound a series of beeps. You can disconnect the AL-PCI2

(Current date and Time)

(Current Memory Status)

SPECIAL NOTE:
WHEN USING AN AL-DTM-III

The procedure below is required only when a PC or DTM
communication Function Card is not presently enrolled in
the lock; i.e. the lock is new ("out-of-box"), or the lock has
had all programming erased (restoring factory default).

PC/DTM Communications

With the development of the AL-DTM-IIl and the latest ver-
sions of DL-Windows, communications using the AL-DTM-
Il requires the presentation of Function Card #2 twice.
Therefore the AL-DTM "299" Function Card #2 must be
enrolled into the lock prior to using the AL-DTM-III. In ad-
dition, you can no longer use power up programming
to establish communications with the AL-DTMH-III.

Procedure:

All' lock programming MUST be erased to restore the "out
of box" factory default, as detailed in "ERASE ALL PRO-
GRAMMING" in the PL3000 programming instructions
(W11280). After erasing all lock programming, the PL3000
waits for a proximity card to be presented. Therefore, pre-
sent a proximity card (to place the lock into "learn mode"),
then immediately present the first two Function Cards
(card #1 for initiating PC communications, card #2 for initi-
ating AL-DTM communications). After cards #1 and 2
have been presented and enrolled, wait for the lock to
time-out and lock.

Now the PL3000 can be programmed by the PC or the AL-

DTM-IIL.
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Glossary

ACCESS = Entry into a restricted area.

AMBUSH = A special Code entered at the keypad when the User is forced
to unlock a device. The device unlocks but sends a silent alarm with no
indication at the keypad. Can be used to trip a relay, to alert security,
or trip a silent alarm on a Burglary Control Panel.

AUDIT TRAIL = A date/time stamped log of previous lock events.

BURGLARY CONTROL PANEL = Provides local alarm and remote
communication to request security for burglary/break-in. A relay output
used for Ambush can provide a silent alarm and call-for-help.

CLOCK

e REAL TIME CLOCK = An accurate built-in clock that allows date/
time stamping of events. The clock can be slowed or speeded up
to fine tune long term accuracy to within three minutes per year.

e CLOCK SETTINGS = Printout includes date, time, weekday, and
clock speed.

e CLOCK SPEED = The clock can be adjusted to allow faster/slower
speeds and therefore increasing clock accuracy.

CODE = Numeric sequence of numbers (such as: 1234) entered at the
keypad. If Star-Enter-Key is required, must be followed by a [ 1] key.

e AMBUSH CODE = See Ambush.

e BASIC USER CODE = User Codes assigned to User Numbers 12+
(except Users 297-300). (Does not allow programming)

e |INSTALLER CODE = User Codes assigned to User Numbers 2
and 3. (Allows all programming except Master functions).

e INVALID CODE = A User Code that has not been programmed in
the lock.

e MANAGER CODE = User Codes assigned to User Numbers 4
through 6. (Allows most of the programming functions).

e MASTER CODE = User Code assigned to User Number 1. Default
(factory) Master Code is 123456. The User with the Master Code
has complete control of the lock.

e PRINT ONLY USER CODE = User Code assigned to Users 10 and
11. (Allows no programming except print functions).

¢ QUICK ENABLE USER 300 CODE = Refers to the User Code
entered by User 297 which (when entered at the keypad) enables
the User Code assigned to User 300 for one time only.

® QUICK PC ACCESS CODE = Permits upload/download to DL-
Windows Software on IBM/compatible computer running Microsoft
Windows 95, 98, or NT 4.0. Refers to the User Code for User 298.

e SERVICE CODE = User 300 User Code. Allows only one entry,
then needs to be re-enabled by the User 297 User Code to regain
access.

e SUPERVISOR CODE = User Codes assigned to Users 7, 8 and 9.
Can only program day-to-day operation.

e USER CODE = Code used by Users. Code is 3 to 6 numeric digits
long, allowing controlled entry.

e VALID CODE = An entered User Code that has been programmed
in the device.

COM PORT = A computer serial communications port used to
communicate with the Lock and/or Data Transfer Module.

DATA TRANSFER MODULE = A device that permits transfer of program/
data between a computer and the lock.

DATE = Month, Day and Year entered as MMDDYY.

DAY OF WEEK = Sunday through Saturday (where 1 = Sunday and 7 =
Saturday).

DEFAULT = "Default" settings are the original settings that were set at the
factory; in other words, it is the lock's original factory condition when the
lock was first taken out of its box. The default settings are permanently
encoded within the lock's fixed memory, and when the lock is first
started, or when power is removed and re-applied, the original factory
default settings are re-loaded and take effect.

DISABLE = Turn off.

DOOR AJAR = If access is granted with the lock, and the door is held open
beyond the pre-programmed amount of time, the lock will trip a ‘Door
Ajar’ event. If programmed, the lock will provide audible annunciation
and/or an auxiliary relay closure.

DOOR NUMBER = Identification of each door with a specific number (1-
2000). (Used with the AL-DTM and AL-DTM-Il. For the AL-DTM-III,
see glossary entry "LockID").

DOWNLOAD = Send data to lock or AL-DTM.

EMERGENCY COMMANDS = For use only with the Trilogy Networx™
wireless network, wireless commands can be sent to all wireless locking
devices in an Account during a crisis or other urgent situation: "Global
Lock Down", to lock all doors in the Account; "Global Passage", to
unlock all doors in the Account; and return all devices in the Account to
"normal" (non-emergency) operation. See OI352 for more information
regarding the wireless Networx" system, its supported locks and
features.

ENABLE = Turn on.
EVENTS = Recorded lock activity.

FUNCTION (also called Programming Functions) = are the numbers
used to program lock features (enabling/disabling Users, User Groups,
Passage Mode, Schedules, etc.).

FUNCTION CARDS (Used with the PL3000 lock only) = Nine standard
proximity cards labeled one through nine, enrolled into the PL3000 lock.
Each card can perform a specific function, such as initiating PC
communications or enrolling proximity cards. See WI1280 for more
information.

GROUP

e USER GROUP = Defining a User to specific Groups, allows User
entry when the Group is allowed entry.

e GROUP 1 DISARMS BURGLAR CONTROL = A Group 1 USER
CODE entry can disarm an alarm panel during a predefined
schedule. Should the Group 1 enter the lock outside of the
scheduled time, the alarm will not disarm. The alarm panel must be
armed through other means (such as an Alarm Panel Keypad). The
Burglary Alarm Panel must be programmed to disarm from an Armed
State Only and the zone input must be programmed for input
disarming.

e GROUP 1 ENABLES GROUP 4 USERS = A Group 1 USER CODE
entry during a predefined schedule will allow access to Group 4
Users.

e GROUP 1 PUTS UNIT IN PASSAGE = A Group 1 USER CODE
entry during a pre-defined schedule will unlock unit.

GUARD TOUR = A Guard Tour Code is used to log the movement of a
security guard as he or she makes rounds from one assigned guard tour
station to the next.

INSTALLER = See.... CODE, INSTALLER CODE.

KEYPAD = 10-numeric keys, and special [ ] key.
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Glossary (cont'd)

o KEYPAD LOCKOUT = Keypad is programmed to lockout Users, for
a specified period of time, when a specified number of invalid User
Codes are entered.

o KEYPAD PROGRAMMING = Ability to program the lock through the
keypad.

KEYPRESS = Pressing a button on the Lock’s Keypad.

LEVEL ABILITY = Predefined User Types (such as Master, Installer,
Manager, Supervisor, and Print Only User) have specific abilities to
program and/or control the lock.

LOCK PROFILE = See Profile

"LOCKID" = Identification of each door with a specific number--or in other
words, a number representing an individual lock within an Account. No
longer entered through AL-59. For use with the AL-DTM-III (for the AL-
DTM or the AM-DTM-III, see glossary entry "Door Number".

The new LockID format was developed to increase the number of locks
allowed per Account (now up to 2000 locks). As a result of this
increase, the ability to change the Door Number (now called LockID) at
the lock keypad is no longer used. DL-Windows (versions 3.5.3 and
greater) software must now be used to change the LocklD. When DL-
Windows version 3.5+ data is sent to the lock, this LockID is updated.

If you wish to receive data from the lock before data is sent, the new
"Update LockID" option in DL-Windows version 3.5+ will change or
update the LockID. In addition, the current keypad Function 59 (in
Programming Mode) is no longer allowed, and is consequently ignored
by the DL-Windows software.

LOCKOUT ATTEMPTS = A specified number of invalid User Code entries
(1-9), that will disable the keypad for a predefined period of time (1-60
seconds).

LOCKOUT TIME = A predefined time (1-60) seconds that the lock will stop
accepting User Codes, after a specified number of invalid User Code
entries (1-9).

LOG = See... AUDIT TRAIL.
MANAGER = See... CODE, MANAGER CODE.
MASTER = See... CODE, MASTER CODE.

PASSAGE = Allow anyone to pass through the door without USER
CODES (door is unlocked).

PROFILE = A Lock Profile contains the instructions that a lock uses to perform
its various functions. Use DL-Windows to create a Lock Profile on your
computer, and then transfer and store the Profile in the circuitry contained
inside the lock itself. The Lock Profile is essentially a computer database
file that maintains feature settings, schedules, audit trails, etc. Using DL
Windows, Lock Profiles can be created with default information (see
"default” Glossary entry), edited on your PC, and then sent to (and even
received from) locks.

PRINTER = A printout device such as an infrared printer or computer
printer.

PRIVACY MODE (Factory Default for 4100 Series Locks):
"Privacy Mode" is designed to allow access to individuals with access
codes (or PROX cards) and is typically used for rooms needing privacy
from others such as bathrooms, dorms and meeting rooms.

PROGRAM MODE = A mode allowing program/data to be entered through
the keypad. Only specific Users can program a lock manually, by

*Note: ProxCard® and ProxKey® are trademarks of the HID® Corporation.

entering their USER CODE, followed by the [[&] key.
program mode, hold any key until repeated beeps are heard.

To exit

PROGRAMMABLE RELAY FUNCTIONS = The relay can be programmed
for one or more functions.

PROXIMITY CARDS = HID ProxCards® and ProxKey® keyfobs are access
control cards manufactured in a variety of bit formats.*

RELAY = Switched output allowing remote control of other devices.
External power source is required.

e Relay, Ambush Activated - Ambush Code entered prior to a User
Code will trip a relay. This can alert Security or trip a zone on an
Alarm Panel.

¢ Relay, Any Keypress - First keypress of any sequence.

¢ Relay, Authorized Entry - Valid User Code entered.

¢ Relay, Disabled User Entered Code - Valid User Code entered but
the User is disabled.

¢ Relay, Failed Entry Attempt - Invalid User Code entered.

o Relay, Keypad Lockout - Should several Invalid User Codes be
entered that exceed the number of lockout attempts (1-9), then the
lock will stop accepting keypad entries for the Lockout Time (1-60
seconds). The Relay output can be used to indicate tampering of the
keypad.

e Relay, Group 1 Activation - A Group 1 User can enter a User Code
and can disarm a Burglary Alarm Panel using the Relay Output.

o Relay, On Door Ajar - Relay will activate when Door is found to be
ajar, that is, left open after a specified period of time.

REMOTE INPUT = Entry into a restricted area, by pressing a button
connected to the REMOTE INPUT WIRES (White and White) by
someone on the other side of the door.

RESIDENCY MODE (Factory Default for 4500 Series Locks):
The "Residency Feature" is provided to prevent a person from
unintentionally having the door lock behind them when stepping outside
briefly. Typically used in retirement homes and college dormitories.

SCHEDULE = A programmed operation (enable/disable, lock/unlock, etc.)
on a specific day (Sunday through Saturday) and time.

SCHEDULES, QUICK = Any one of four most common types of schedules
can be programmed.

TIME = Hours and Minutes in the HHMM format.
TIME/DATE STAMP = A recorded date and time that an event occurred.
TIMEOUT = Immediate operation for a specified number of hours.

TWO DOOR MODE = For use with the Networx™ NETWORXPANEL
control panel. See OI352 for more information regarding the wireless
Networx™” system and its supported features, including "Two Door
Mode".

UPLOAD = Receive data from the lock or AL-DTM.

USER = A person who has been provided with a USER CODE for access
through the door.

USER LOCKOUT, TOTAL = All Users (except for Master Code) have been
locked out.
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ALARM LOCK LIMITED WARRANTY

ALARM LOCK SYSTEMS, INC. (ALARM LOCK) warrants
its products to be free from manufacturing defects in
materials and workmanship for 24 months following the
date of manufacture. ALARM LOCK will, within said
period, at its option, repair or replace any product failing
to operate correctly without charge to the original
purchaser or user.

This warranty shall not apply to any equipment, or any
part thereof, which has been repaired by others,
improperly installed, improperly used, abused, altered,
damaged, subjected to acts of God, or on which any
serial numbers have been altered, defaced or removed.
Seller will not be responsible for any dismantling or
reinstallation charges.

THERE ARE NO WARRANTIES, EXPRESS OR
IMPLIED, WHICH EXTEND BEYOND THE
DESCRIPTION ON THE FACE HEREOF. THERE IS NO
EXPRESS OR IMPLIED WARRANTY OF
MERCHANTABILITY OR A WARRANTY OF FITNESS
FOR A PARTICULAR PURPOSE. ADDITIONALLY, THIS
WARRANTY IS IN LIEU OF ALL OTHER OBLIGATIONS
OR LIABILITIES ON THE PART OF ALARM LOCK.

Any action for breach of warranty, including but not
limited to any implied warranty of merchantability, must
be brought within the six months following the end of the
warranty period. IN NO CASE SHALL ALARM LOCK BE
LIABLE TO ANYONE FOR ANY CONSEQUENTIAL OR
INCIDENTAL DAMAGES FOR BREACH OF THIS OR
ANY OTHER WARRANTY, EXPRESS OR IMPLIED,
EVEN IF THE LOSS OR DAMAGE IS CAUSED BY THE
SELLER'S OWN NEGLIGENCE OR FAULT.

In case of defect, contact the security professional who
installed and maintains your security system. In order to
exercise the warranty, the product must be returned by
the security professional, shipping costs prepaid and
insured to ALARM LOCK. After repair or replacement,
ALARM LOCK assumes the cost of returning products
under warranty. ALARM LOCK shall have no obligation
under this warranty, or otherwise, if the product has been
repaired by others, improperly installed, improperly used,
abused, altered, damaged, subjected to accident,
nuisance, flood, fire or acts of God, or on which any serial
numbers have been altered, defaced or removed. ALARM
LOCK will not be responsible for any dismantling,
reassembly or reinstallation charges.

This warranty contains the entire warranty. It is the sole
warranty and any prior agreements or representations,
whether oral or written, are either merged herein or are
expressly cancelled. ALARM LOCK neither assumes, nor

authorizes any other person purporting to act on its behalf
to modify, to change, or to assume for it, any other
warranty or liability concerning its products.

In no event shall ALARM LOCK be liable for an amount in
excess of ALARM LOCK's original selling price of the
product, for any loss or damage, whether direct, indirect,
incidental, consequential, or otherwise arising out of any
failure of the product. Seller's warranty, as hereinabove
set forth, shall not be enlarged, diminished or affected by
and no obligation or liability shall arise or grow out of
Seller's rendering of technical advice or service in
connection with Buyer's order of the goods furnished
hereunder.

ALARM LOCK RECOMMENDS THAT THE ENTIRE
SYSTEM BE COMPLETELY TESTED WEEKLY.

Warning: Despite frequent testing, and due to, but not
limited to, any or all of the following; criminal tampering,
electrical or communications disruption, it is possible for
the system to fail to perform as expected. ALARM LOCK
does not represent that the product/system may not be
compromised or circumvented; or that the product or
system will prevent any personal injury or property loss by
burglary, robbery, fire or otherwise; nor that the product or
system will in all cases provide adequate warning or
protection. A properly installed and maintained alarm may
only reduce risk of burglary, robbery, fire or otherwise but
it is not insurance or a guarantee that these events will
not occur. CONSEQUENTLY, SELLER SHALL HAVE NO
LIABILITY FOR ANY PERSONAL INJURY, PROPERTY
DAMAGE, OR OTHER LOSS BASED ON A CLAIM THE
PRODUCT FAILED TO GIVE WARNING. Therefore, the
installer should in turn advise the consumer to take any
and all precautions for his or her safety including, but not
limited to, fleeing the premises and calling police or fire
department, in order to mitigate the possibilities of harm
and/or damage.

ALARM LOCK is not an insurer of either the property or
safety of the user's family or employees, and limits its
liability for any loss or damage including incidental or
consequential damages to ALARM LOCK's original
selling price of the product regardless of the cause of
such loss or damage.

Some states do not allow limitations on how long an
implied warranty lasts or do not allow the exclusion or
limitation of incidental or consequential damages, or
differentiate in their treatment of limitations of liability for
ordinary or gross negligence, so the above limitations or
exclusions may not apply to you. This Warranty gives you
specific legal rights and you may also have other rights
which vary from state to state.



